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XYGATE Data Protection

All the benefits of SecureData"
No application changes

Secure Stateless Tokenization
Format Preserving Encryption
Page Integrated Encryption
Standards Based AES
Stateless Key Management

Mission Critical Security

Learn more at

(@ HP Security Voltage Xypro.com/XDP
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https://www.xypro.com/xypro/products/xygate_data_protection

ALTERNATIVE THINKING ABOUT PERFORMANCE MONITORING:

Introducing HP’s NonStop Real-Time Process Monitor
(RPM), the new low-cost, efficient, realtime monitoring
software that keeps you constantly aware of CPU

and process resource consumption.

Engineered specifically for NonStop servers, NonStop
RPM helps you monitor 1000s of CPUs and lets you
know instantly when any CPU or process is using
excessive resources. So you can fix bottlenecks before
they become full-blown problems.

Here's your chance to keep your NonStop infrastructure
more non-stop than ever before.

Technology for better business outcomes.

HP NONSTOP RPM

* Provides real-time process monitoring by CPU,
Node or Expand super-cluster

* Color-coded alerts tell you instantly if any CPU
or process exceeds limits

* Engineered specifically for NonStop servers
providing linearly scalable monitoring from
1 to 1000s of CPUs

Contact your HP representative or partner for a FREE 60-day trial.

Visit www.hp.com/go/nonstop/RPM
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Virtual Backup & Archiving Solutions

Automate Backups
Reduce Storage Costs
Accelerate Data Restore
Enforce Retention Policies

Time To Modernize Your
Corporate Data Protection

Visit now www.etinet.com/modernize
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Special Feature Brought to You by

OmniPayments OmniPayments

The Financial Transaction Switch
That Replaces BASEZ24

terminals OmniPayments is a switching solution for the financial
financial networks | jndustry. It is deployed on NonStop for the highest
o qumg banks
availability and offers all the requisite functionality to
manage credit/debit-card transactions. It manages

a = iy p for the high:
i ,: : e interoperates with third-party products or other systems

N 4 multiple devices, hosts application interfaces, and

,a 4
~ if required. OmniPayments easily expands to provide
additional functionality when needed and supplies complete
Business Logic Business Logic security functions for every financial transaction handled.
Modules (BLMs) Modules (BLMs) OmniPayments will survive any single fault, requires no
M s OMNIDirector +—e=-" downtime for maintenance or upgrades, and supports a
range of disaster recovery solutions. Now available on
HP NonStop server NonStop X and in OmniCloudX.
OmniPayments Financial Transaction Switch VISIT OMNIPAYMENTS IN THE PARTNER PAVILION
\, J AT THE 2015 NONSTOP TECHNICAL BOOT CAMP

Affordable OmniCloudX

OmniPayments’ new NonStop X serves as the foundation for OmniCloudX, which hosts numerous OmniPayments
instances at a pay-for-use price so attractive that mid-size retailers now can enjoy the benefits of having their own
high-capacity transaction switches. OmniCloudX provides backup systems for immediate recovery and supplies
complete security functions. Starts at only $5,000/month.

OmniPayments is High Capacity. OmniPayments is Reliable. OmniPayments is Cost-Effective.

Introducing the Fraud Blocker

“Preauthorization” checks have grown popular in light of today’s alarming increase in fraudulent activities. The
OmniPayments Preauthorization Engine is used by financial institutions in conjunction with the OmniPayments
Financial Transaction Switch or as a seamless interface to other providers’ switches. Our customers call our Engine
the fraud blocker. Modern and easy to manage, it preauthorizes millions of transactions far more effectively than its
complex, compute-intensive competitors.

OmniPayments Supports 10,000 TPS Throughput. OmniPayments Is 99.99999% Reliable.
OmniPayments Guarantees 50% Off Your Current Transaction Processing Costs.

BASE24 Migration

OmniPayments replaces BASE24 via a pain-free migration and with no disruption to customer services. The
average migration schedule is only four months.

About Opsol Integrators and OmniPayments

OmniPayments is a switching solution for the financial industry. It is deployed on NonStop

1566 La Pradera Drive for t':he highest aval'lablllty and offers all the reqm'sn:e functlonallty to.mapage credit/
debit-card transactions. It manages multiple devices, hosts application interfaces, and
Campbell, CA 95008 USA interoperates with third-party products or other systems if required. OmniPayments
PHONE: +1 408 364 9915 easily expands to provide additional functionality when needed and supplies complete
sales@omnipayments.com security functions for every financial transaction handled. OmniPayments will survive any

single fault, requires no downtime for maintenance or upgrades, and supports a range of
disaster recovery solutions. Now available on NonStop X and OmniCloudX. Call us today!

*Paid Advertisement

WwWw.omnipayments.com
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Do you have
your Library

Card?

Get your Card from HP Educat
Services and start checking out
Security User Awareness Training lerary

HP offers computer-based training (CBT) that has advantages like: Why choose HP Security User Awareness training?

« The ability to scale the training across your organization. « More than 40 engaging modules.
« Users can take training as per their schedule. « Available in 28 languages.1
« |t ensures that your program communicates a standardized message. » Sharable Content Object Reference Model (SCORM)
« |t is easier to track who took the training, which is often required for compliant.
compliance purposes. « U.S. Federal 508 compliant for compliance with the
Americans with Disabilities Act.
Free 21 Day Trial Available Now * Regularly reviewed and updated.
Library Card Available January 2015 * Global content for global enterprises.

Get your Card...Get Secure. f

Learn more at
hp.com/learn/securityawareness
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Offering the best
of both worlds

With modern software technologies, an Eclipse™-
based development environment, and support
for industry standards like Java®, you can now
modernize your applications to take advantage
of HP Integrity NonStop’s availability, scalability,
and data integrity—to dramatically improve
performance when deployed on the new HP
Integrity NonStop X systems.

Don’t wait. Adopt the only fully-integrated, fault-
tolerant compute for continuously available x86.

HP Integrity NonStop X.
When availability matters.

/

Make it matter.

For more, go to
hp.com/go/nonstop

© Copyright Hewlett-Packard Development Company, L.P. The infor;'-n'ation tent;i edhe
Javais aregistered trademark of Oracle and/or its affiliates. Eclipse is a t;ademgrk of -‘-“- D
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News from HP’s NonStop

Enterprise Division

ith the ever-increasing customer demands in today’s

globally-connected, always-on world, we know how

much pressure you're under to make sure your most
critical business processes and customer-facing applications are
continuously available. Your complex, interconnected workflows
must be nonstop, and downtime for any reason can cause
irreparable harm - loss of customer loyalty, loss of reputation, or
even financial disaster. And now, more than ever, you and your
enterprises are being asked to deliver IT that serves, innovates, and
transforms. It’s a new style of IT that is defined by lower costs, rapid
time-to-value, and rock-solid reliability.

In this mission-critical environment, business processing,
online transaction processing (OLTP), and enterprise databases
are the most-critical workloads to ongoing success—and what’s
driving the need for workload-optimized, proven technology that
can deliver continuous business and lower risk. When availability
matters, it’s time for a new compute approach. That’s where HP
Integrity NonStop comes in.

The unique value of HP Integrity NonStop is not only the
fault-tolerant technology we deliver to our enterprise customers,
but also the value delivered to their customers. Whether clients,
consumers, callers, or citizens, these customers never wait.
NonStop is at the heart of the business, running the most-critical,
complex workloads.

It’s in this environment that we introduced the HP Integrity
NonStop X, the only fully-integrated, fault-tolerant compute
for continuously-available x86 solutions. We began with a high
end server, the HP Integrity NonStop X NS7 X1. It’s off to a

great start, and I'm excited about the future of NonStop and the
value it brings to customers. I am now pleased to welcome the
most recent additions to the product family: The entry-level HP
Integrity NonStop X NS3 X1 system (NS3 X1), the HP NonStop
X Cluster Solution (NSXCS), and additional licensing options for
the NS7 XI1.

The NS3 X1 is targeted for emerging markets, customers with
standalone applications who need a cost effective solution for
their mission-critical needs, and small to mid-size enterprise
business. It also enables customers to have a development
environment that runs the same software as the NS7 X1. For
customers that need to expand their mission critical applications
and Big Data processing beyond the boundaries of a single
NonStop X system, the new NSXCS enables InfiniBand clustering
for the NS7 X1 systems. Lastly, our new core licensing levels
give customers the ability to meet future growth demands by
upgrading their core count from 2 to 4 or 6-cores per processor
nearly instantaneously, and without any downtime. For more
information, visit www.hp.com/go/nonstop.

Finally, for those of you looking to ‘connect’ with the
NonStop team, partners, and fellow customers, the Connect
NonStop Advanced Technical Bootcamp is right around the
corner. Join us in San Jose to hear more information and get a
glimpse of the many ways we’re continuing to innovate. Can’t
make TBC? Meet us in London the first week of December
for Discover 2015. We'll have a full lineup of mission-critical
sessions, demos and experts at the event. My team and I look
forward to seeing you there! CJD

Randy Meyer
VP & GM, Mission Critical Solutions
HP Servers
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Two Cores and 120TB
Strike Up
A Beautiful Eriendship!

M8801A/M8B02A
24 Cartridge ACL
Rack-mount / Tabletop

With the introduction of the HP Integrity NonStop X NS3 X1, cost
sensitive customers now have the ability to migrate to the two-core
version of the new NonStop X family of servers.

MB8805 SAS

But what about backup? Manual Tabletop

Customers are covered there too, with the LTO 6 tape products.
Offered in three versions, these simple to use, robust and reliable
drives are the perfect match, offering safe and secure data storage
at the absolute lowest cost available for NonStop X.

And performance?
The LTO 6 drives, coupled with the new NonStop X servers o High performance - up to a measured 180 mb/sec
provide, by far, the fastest tape I/0 interface ever offered on a ¢ Simplest to install, simplest to use - plug and play,
NonStop system. no host based software to deal with
o Afraction of the cost of any virtual tape library

How about capacity? e Available for all Integrity NonStop X, NB- and NS-

Servers
Asingle LTO 6 ACL drive with 24 media cartridges can store 120 o Media compatibility with previous generations
TB of data ( at a very realistic 2:1 compression}. ¢ Supports HPE Volume Level Encryption

(ESKM 2.1; ESKM 3.0)
50 let's see, LTO 6 and NonStop X: Enhanced performance, high o LTO 6 Datasheets at:
capacity, simplicity of operation, lowest cost! http:/fh20195.www2.hp.com/V2/GetPDF.aspx/4AAd-
“ You get what you pay for!" Not necessarily. 4891ENW.pdf

more information.

Y Partner

5r£¥!)Mlél tli-ngy Contact your HP NonStop representative for @ Business

www. Iributary.com




ADVOCACY

The 2015 Connect Worldwide Survey

Dr. Bill Highleyman >> Managing Editor >> Availability Digest

onnect, the Independent HP Business Technology

Community, recently concluded a member survey regarding

HP products and services as well as Connect activities.
Almost 1,400 members responded, resulting in very meaningful
input. Details can be found on the Connect web site at http://bit.ly/
Connect Survey. We summarize the survey results in this article.

About 60% of the respondents were HP product or services
customers. Almost a third of these were NonStop users. One
surprise was that the adoption of Big Data and cloud technology
was only in the single digits percentage-wise, though many
customers are making plans to incorporate Big Data into their
enterprise computing environments.

Is your company reluctant to be among the first to adopt new
technologies? Forty percent of respondents said yes, but an equal
number want to be among the early adopters.

88% of Connect members rated the value of membership as
good or better.

Ninety-five survey participants wanted information on
starting new chapters. This could be a great growth opportunity
for Connect. Twenty-five respondents have Connect or HP
success stories they would like to share with the community. We
encourage them to submit papers for The Connection or to provide
presentations at Connect events.

Respondent Demographics

Connect received responses from around the world. North
Americans were the most active, with 60% of respondents from the
U.S. and Canada. EMEA (Europe, Middle East, and Africa) accounted
for 25%. The remaining survey participants were from Latin America,
Asia/Pacific, and Japan.

The corporate positions of respondents were well-balanced,
with the bulk of responses coming from IT professionals, system
administrators, and managers. C-level executives and purchasing
personnel were also included.

A third of the responses came from the financial sector and
manufacturing. Communications, health, and the public sector were
also represented.

Interestingly, the bulk of the responses came from the smallest and
the largest companies. Those companies with less than 100 employees
accounted for 23% of responses, and companies with more than 10,000
employees accounted for 30%.

Sentiment on the adoption of new technologies was balanced. 40%
of respondents wanted to be among the first to try something new,
while 40% preferred to wait for reports from early adopters before
moving forward.

59% of those involved were end users of HP products and
services, while 14% were resellers. Fewer responses from ISVs, system
integrators, consultants, and distributors were fairly well-balanced.

Questions Focused on HP

The survey listed twenty-seven product categories. The top ten
in terms of usage by the respondents were:

e VMware - 67%

o Proliant - 56%

o Linux - 54%

o BladeSystem - 47%

o HP Networking - 37%

e 3PAR-29%

«  EMC Storage - 29%

e HP-UX-29%

o NetApp Storage Systems - 24%

o Integrity Servers - 23%

17% of respondents were NonStop users. 21% were
OpenVMS users. 7% of respondents were involved with a cloud
infrastructure (Helion) and less than 2% with Big Data (HAVEn).

Cisco was by far the most-used non-HP product followed
by Performance Center, Dell, Oracle, and Citrix. Only 7% used
IBM servers. Of those running IBM servers, a little more than
half are running core business applications on them and are
considering database or application upgrades in the next year.

When asked about what the future Hewlett-Packard
Enterprise company will mean after the HP split, over 50%
of respondents mentioned terms such as a trusted partner, a
solutions provider, and a hardware vendor.

Two-thirds of respondents felt that HP training certifications
are valuable, and 79% felt that HP education was valuable. The
preferred vehicle for training is the Internet (74%) followed in
order by events, webinars, and colleagues.

The top technologies in which companies of the respondents
are planning to invest are servers, storage, networking, security,
Windows, and Big Data. 11% are interested in investing in cloud
infrastructure (Helion).

HP Discover is HP’s large annual event and is held each year
in June in Las Vegas. One-third of all respondents have attended
at least one HP Discover event in the last two years. 54% went to
see new products or to gain new knowledge. Of those who did not
attend, half said that it was due to company budget, time, or cost.

Questions Focusing on Connect Worldwide

44% of respondents are Connect members, and 23% of all
respondents want further information on joining Connect.
Changes that will induce past members to rejoin include
reduced cost, more value, or free membership.

18% of respondents have attended a Connect event in the last
five years. 34% of those attended the NonStop Technical Boot
Camp (this represents almost half of all NonStop respondents),
and 18% attended the OpenVMS Boot Camp.

A series of questions asked about the importance of various

WWW. connect—community. org
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Modernization Through

Integratlon

Using JSON and SOAP

Integrate with Other Platforms Appllcatlons

and Web Services:

Use a REST API to access your NonStop applications from modern

platforms using LightWave Server

Use a SOAP API to access your NonStop applications from other

platforms using SOAPam Server

Access public or private Web services from your NonStop via

a SOAP APl with SOAPam Client

Make NonStop Accessible
with Modern Standards:

» SOAP
» JSON
» HTTP/S
» SSL/TLS

Learn more at
www.nuwavetech.com/integration
or scan the code.

Why Modernize with
NuWave Middleware?

v’ INTUITIVE
v’ QUICK IMPLEMENTATION

v" MINIMAL OR NO CHANGES
70 APPLICATIONS

v BUILT-IN SECURITY

v' RUNS IN GUARDIAN

v’ SUPERIOR TECHNICAL SUPPORT
v’ LOWTCO

v’ NO ADDITIONAL SOFTWARE
REQUIRED

NuViave

TECHNOLOGIES



Connect services. The importance to the responders of each was
as follows:

o Connect’s relationship with HP 63%
o Connect’s publications 61%
e Boot Camps 57%
o Discounts on travel services 32%
« SIGS 60%
e Advocacy to HP 60%
o Philanthropy to aspiring tech leaders ~ 39%
o Education 64%
¢ Online Community 62%
o Discounts on education and events ~ 58%
o Chapter meetings 71%

88% of Connect members rated the value of membership as
good or better. The top recommendations for improving Connect’s
value to their organizations included providing technology updates,
hosting more events, and representing newer technologies.

When asked to describe how satisfied they are with Connect’s

Advocacy to HP, 61% are either very satisfied or somewhat satisfied.

The top recommendations for improving Connect’s Advocacy
program included reporting Advocacy efforts and results to
members and sponsoring more events with HP.

87% of members said that Connect provides the same value
or better than other organizations to which they belong, and 70%
agreed that Connect offers valuable information and resources
to its members. 66% rated as important the ability of Connect to
present member views and opinions to HP.

Most members preferred Connect to use email and the

Connect web site as means to communicate issues on new
technologies and issues.
More than 150 members requested additional information
on becoming a Connect volunteer leader. 95 members wanted
information on starting a new chapter in their communities. 29
members have a Connect or an HP success story they would like
to share (time for a Connection article or an event presentation).
Most members don't follow Connect through social media
(53%), but those that do prefer LinkedIn two to one.

Participate in Connect’s New Instapoll

Let your voice be heard.
Participate in Connect’s
new Instapoll. You’ll find it
on the Connect home page
at http://www.connect-
community.org/. New Instapolls will be posted periodically
and will provide you with insight into many issues.

SPEAK NOW. EE HEARD

[#5 s =

Summary

Connect’s annual survey is an important means for Connect to
understand how well it is serving the HP enterprise community.
Connect will be studying these results to determine how it can
improve its services to its membership. Ideally, Connect will
present a later report in which the organization acknowledges
changes it will make based on the survey.

One change is already underway. Connect’s new Instapolls provide
a means to continue the survey over the months to come. 23

Dr. Bill Highleyman is the Managing Editor of The Availability Digest (www.availabilitydigest.com), a monthly, online publication and a resource of
information on high- and continuous availability topics. His years of experience in the design and implementation of mission-critical systems have
made him a popular seminar speaker and a sought-after technical writer. Dr. Highleyman is a past chairman of ITUG, the former HP NonStop Users’
Group, the holder of numerous U.S. patents, the author of Performance Analysis of Transaction Processing Systems, and the co-author of the three-

volume series, Breaking the Availability Barrier.

YOUR NONSTOP AUDIENCE JUST GOT BIGGER!

Read The Digital Version of The Connection Now

N\

For Real-Time Advertising Results Contact sales@connect-community.org
http://www.connect-community.org/general/custom.asp?page=theConnectionArchive
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comForte Supports Key Modernization
Effort for HP NonStop Application at
Gallagher Bassett

Thomas Gloerfeld >> VP Marketing >> comForte 21 GmbH

Executive Summary Claims adjusters rely on a toolset that's comprised largely of web-
Having been in business for decades, the team at Gallagher based applications. However, they also used an application based
Bassett (“GB”) had invested significant time, expertise, and on the HP NonStop platform, which was accessed through a legacy
resources in its HP NonStop-based claims management system. interface (see Figure 1).
While core application functionality had been maintained and did While clients never had cause to use the legacy user interface
a good job of supporting GB’s business, the system continued to directly, prospects did see the green screens when they came to visit
rely on outdated “green screens” for a portion of its user interface. Gallagher Bassett’s facilities for tours and meetings. These green-
These screens got the job done, performed well and were favored screen displays, popular though they were with veteran adjusters,
by veteran users, but lacked advanced functionality associated with left others with the impression that the company’s technology and
more modern user interfaces, were difficult for new users to learn, services may be outdated.
and were beginning to hinder the company’s sales efforts. With the “Our top competitors relied on systems with inferior functionality
help of comForte’s staff and solutions, Gallagher Bassett was able to but entirely graphical user interfaces,” explained Russ Pass, Executive
deliver a modern, intuitive interface that offered significant benefits Vice President and Chief Information Officer, Gallagher Bassett.
from a usability and sales standpoint. Further, they were able to do “Their sales representatives would seek to draw attention to the
so making minimal changes to the application. legacy portion of our user interface, with the implication that core
system functionality and even the quality of our adjusting were as
The Challenge outdated as the appearance of these screens. This issue presented an
Gallagher Bassett is a leading third-party property/casualty increasingly significant challenge to our sales efforts”
claims management company serving self-insured Fortune 500 As Figure 1 reveals, the system’s legacy user interface presented
clients and insurance carriers. It has more than 3,400 customers a lot of useful information, however it was not optimally presented
around the world and more than 100 branch offices and operations and was difficult for newer employees to make use of. While the
in the United States, Canada, the United Kingdom and Australia. application’s user interface had become a competitive liability, the
As a claims administrator, one of the main requirements of the application itself represented a key strategic asset, one that had come
system is to provide its primary users, commonly referred to as to encompass the lessons and expertise accrued by the company over
“claim adjusters,” timely access to critical information and services. the course of decades.
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Figure 1: For Gallagher Bassett, a claims adjustment application was core to key business processes, however its green-screen interface posed a potential liability for the
business.
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Further, this application represented a core tool for the company’s
3,500 claims adjusters and was relied on constantly. Therefore,
while upgrading the interface was vital, it was also imperative that
any changes didn’t in any way compromise system availability, data
integrity, employee productivity or customer service levels.

The Solution

The objective for Gallagher Bassett’s I'T staff was clear:

They needed to modernize the user interface of their NonStop
application, while ensuring the back-end application functionality
remained stable and available.

The organization’s IT staff sought to identify solutions that
could help in this effort, and after seeing comForte’s JPath offering,
they decided to move forward with the solution. JPath offered the
capabilities that Gallagher Bassett needed to extend the life of its
claims management system—and did not require any changes to
the back-end application.

With JPath, Gallagher Bassett could provide a user experience
that offered more ease and intuitiveness, while retaining the
required functionality. For example, the new interface offers more
intuitive, point-and-click buttons, while still retaining the function-
key commands that users were familiar with. In addition, JPath
offered the performance users required, and the product road map
aligned with the organization’s future technology directions.

Further, JPath featured integration with other tools in the
comPForte portfolio, which offered a range of additional advantages:

o Security. Through its support for TLS encryption, which
is made possible through the solution’s integration with
SecurTN, JPath supports the IT team’s efforts to continue to
strengthen the security of the HP NonStop environment.

o  Flexible client integration. Gallagher Bassett also uses the
Client Server Link (CSL) offering, which offers middleware
that allows clients on any platform to access Pathway
applications running on HP NonStop servers.

o End user convenience and administrative efficiency.
Through its integration with SecurSSO, JPath will also
support the organization’s upcoming move to introduce

single sign-on capabilities into its HP NonStop applications.

With SecurSSO, Gallagher Bassett’s users will be able to
login using their existing Windows credentials and gain
single sign-on access to HP NonStop servers and any other
applications they’re authorized to work with.

Beyond delivering its advanced solutions, comForte’s product
and integration specialists worked side-by-side with Gallagher
Bassett’s implementation team.

Over the duration of the project, the functionality delivered
through 400+ legacy screens including 43 newly designed
screens—all without changing code in the back-end application.

Figures 2 and 3 provide examples of the new screens that
were delivered—and highlight the significant difference in
appearance and usability these new interfaces provide. Now,
thousands of Gallagher Bassett employees see a modern
application interface as part of their daily work experience.

The Results

By leveraging comForte solutions, Gallagher Bassett has been
able to realize the following benefits:

«  Enhanced user experience. By providing users with a more

Figure 3: Part two of the redesigned screen.

intuitive and easy-to-use interface, Gallagher Bassett will be
able to simplify user training and decrease user errors.

o  Improved competitiveness. Gallagher Bassett’s sales efforts
are no longer being hampered by green screens, and the
potentially negative impression they could have on prospects.
Now, the sales team can compete more effectively, and
position the organization to win more business.

o Leveraged investments. With comForte solutions, Gallagher
Bassett was able to accomplish its objectives without
changing back-end application code. At the same time,
they could continue to leverage the significant investment
that had already been made in the claims management
application and the HP NonStop platform.

o Value Delivered by IT. With the help of comForte solutions,
GB’s IT organization was able to address a significant
challenge confronting the sales team, while smoothly rolling
out a new interface to more than 3,500 users.CJJ

“Gallagher Bassett” is a registered trademark of Gallagher Bassett Services,
Inc., and/or its affiliates. All rights reserved.
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Thomas Gloerfeld, VP Marketing at comForte, has been associated
with the NonStop community for over 20 years. Before joining
comForte, he held various management positions at ACl Worldwide
both in Germany and the UK. Thomas Gloerfeld can be contacted at
t.gloerfeld@comforte.com.
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Tape E

Keith B. Evans >> Shadowbase Product Management >> Gravic, Inc.

document recently passed across my desk and it got me

thinking. It discussed a data backup and restore process,

to be used during disaster recovery, such as restoring
IT services on a backup system after some kind of production
system outage. The DR process involved creating production
data backups on the storage medium of tape or virtual tape,
restoring the data to disk on a backup system, and then rolling
forward the audit trail (updates performed since the backup was
taken), to bring the data up-to-date.

This process might be perfectly reasonable for some less
important applications, but the thought that came to mind was
whether anyone still uses this approach to business continuity
for a mission-critical application? Surely not? But when I
mentioned it to Paul Holenstein, EVP of Gravic, Inc. and
responsible for the Shadowbase data replication and integration
product suite, he disagreed, stating that over the course of his
30-plus years of experience in the business continuity field, he
has come across many organizations using this approach, even
today!

But why is backup/restore such a problematic technique to
use for disaster recovery? Here are a few of the more significant
reasons that Holenstein cited:

o Locating a backup/standby system or datacenter may be
difficult, assuming you don’t already have one and need
to go and declare an “event” at your recovery provider’s
datacenter.

° Don’t be last in line to declare your “event” either,

as many DR service providers take customers on a
first-come, first-served basis and you don’t want to
queue behind someone else’s use of the datacenter/DR
equipment.

o Downtime might be lengthy (higher Recovery Time
Objective, or RTO) due to the time taken to find the
right backup data, restore that data, roll-forward
through any interim changes, load and then restart the
application. This sequence often takes many hours or
even days.

o Significant amounts of data are likely to be lost (higher
Recovery Point Objective, or RPO). Data loss is
governed by the frequency of sending the backups and
interim changes off site, hence a frequent safe-store
period is required or else significant data loss will occur.

o The recovery process has a high probability of failure,
often referred to as a “failover fault” Many things can
go wrong or not occur within specified Service Level
Agreement (SLA) times, therefore making this form of
business continuity replication far more risky than the
forms discussed below.
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Add the cost and inconvenience of periodically testing the
failover process — assuming you even do failover testing, since
budget cuts have decimated DR testing budgets - and this
approach simply cannot be trusted for many applications.

All of these issues can lead to lengthy outages, often
measured in days of downtime. In today’s always-on world,

a mission-critical application being down for days is simply
unacceptable. Companies have gone out of business for less.
Given the high value of some data, losing any of it is to be
avoided.

However, there are solutions available today for disaster
recovery and higher levels of business continuity protection
which are comparatively easy to implement, relatively
inexpensive when compared to the total cost of downtime, and
which do not suffer from these egregious shortcomings. Figure
1 shows these various technologies and their relationship to
the duration of the outage (RTO), and the amount of data loss
(RPO) that each approach may cause to occur.

What is clear is that data replication is a far superior solution
for ensuring business continuity of mission-critical applications
than tape backup/restore methods, as it reduces outage times
and amounts of data lost from days to seconds or sub-seconds,
or even to zero in the case of active/active synchronous
replication. Holenstein commented that there are several
products on the market today which support one or more of the
data replication architectures shown in Figure 1.

In conclusion, while it is interesting to read about an old-
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school methodology for performing a backup/restore procedure
in case of the need for disaster recovery, the real takeaway is that
such techniques are insufficient for mission-critical applications,
and come with significant and unnecessary risks. Organizations
that still use such methods should immediately put these risks
behind them, consider a data replication solution, and begin the
move to continuous availability as soon as possible (Figure 2).
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Figure 2 - Moving to Continuous Availability

Note: For more information about disaster recovery and improving
your application availability profile, reducing risk, and how the more
advanced architectures can satisfy your most-pressing business
continuity requirements, please download the white paper, Choosing
a Business Continuity Solution to Match Your Business Availability
Requirements at www.gravic.com/shadowbase/whitepapers or email

shadowbase@gravic.com.

Keith B. Evans works on Shadowbase business development and product
management for the Shadowbase product suite, including business
continuity, data integration, application integration, zero downtime
migration, data utilities, and synchronous replication, a significant and
unique differentiating technology. To contact the author, please email:
SBProductManagement@gravic.com
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Note, this article focuses on the use of tape/virtual tape backup/restore
techniques specifically for the purposes of providing business continuity
for mission-critical applications, such as applications that must always

remain available, and be recoverable in very short timeframes (seconds/
minutes). There are many other uses of tape/virtual tape backup/restore
for which this technique is appropriate and perfectly suited to the task.
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Where’s the Value in Application
Modernization?

Thomas Gloerfeld >> VP Marketing >> comForte 21 GmbH

Introduction Beyond those two most basic requirements (SQL and OBCC/

Your proven apps, some call them ‘legacy apps, are doing their JDBC), the sky is the limit and this is where the various vendors

job as consistently as ever but most businesses are anything but (To name a few: HP NonStop SQL/MX, Oracle, IBM DB2,
consistent in these rapidly changing times. The advent of new Microsoft SQL Server, MySQL) compete.

technology itself has changed the expectations of our users and Business Logic Layer - this is where the business rules reside.
stakeholders. We hear, “Why do our users have to leave our site or Maintaining these existing business rules is critical. No one wants
application just to ...?” to upset the apple cart and break the main business functions that

Whether the users might need to see information on a related are working fine, BUT, we may need to add-on new functionality

product/project or integrate information into their decision cycle or rework pieces of the existing logic to accommodate for changes
with something as simple as travel delays, weather or tools for any in the business. Again, having an open database and using
number of things from calculators to converters, to linking with modern development tools will be the key here. We want to keep
another ‘smart app’ to do something even more sophisticated - the ‘good stuff’ (core business logic) and leverage ‘new stuft’
our users expect our systems to be able to adapt — now. such as cloud based services — as/when/where they make sense,
The Cloud has transformed expectations, too. These ‘services’ without breaking the core. As new functionality is developed,
are available, many times for no or very low cost, if we can only the current paradigm of software development has moved from
integrate them with our proven systems. building applications from scratch, to assembling new apps with
a mix of custom development and reuse of open/cloud/3rd party
The building blocks for an application ‘services’ Again, these ‘services’ could be any of the plethora
As a vendor we have been keenly and intimately focused on available, ranging from weather, traffic, GPS, converters, ‘tools’
helping customers to integrate and in the process modernize their from tape measures to geospatial planning and thousands more
proven systems, taking them to a whole new level, but a few basic ready for your consumption.
building blocks are necessary to make the job feasible. A very important trend in the business logic layer is called
Since the beginning of time (i.e., circa 1950’s - when computer "service oriented architecture” (SOA). It has been described in
science really began), business applications have been composed numerous articles in this magazine - the idea is to be able to
of four (4) discrete layers: call out for a "service" from within an application - which is

1. Presentation Layer - today called the User Experience implemented itself by yet another application.

2. Network Application Layer - connecting the application Implemented properly, SOA changes big inflexible monolithic
components and users to the app applications which do NOT interact into flexible pieces of

3. Business Logic Layer - the business rules (aka the secret software which readily share or consume information to provide
sauce) more functionality to the business or end user.

4. Database Layer — where we retain information about Network Application Layer - also confusingly called just the
our products, services, customers and the interactions Application Layer - this is the glue that connects users to the
between them apps and the components of the apps to each other. In today’s

Database Layer - this is the foundation for everything else, world, most people have heard of the Enterprise Service Bus

including the tools we will use to build and support the other or Information Bus and that’s exactly what this layer provides.
layers. In many legacy environments, the only tools available are Unfortunately, on the technical layer there is an abundance of
platform specific editors, compilers & debuggers. To contrast those protocols competing to be "the" right one. The relevance of the
with the feature-rich, modern software development tools and SOA concept discussed earlier is that ideally a "service" does
Software Development Kits (SDKs) which operate across multiple not care how exactly it is implemented. As long as I can get
platforms - is as different as night and day. Having one set of tools from Application A to Application B, I don't care whether I use
for all developers, across all platforms, reduces costs for training, CORBA, RPC, SOAP, JSON/REST. A famous quip in the SOA
allows for better utilization of available skills and acquisition of expert domain is that a "service" can in principle be implemented
new talent, too. These tools and virtually all other commercially via fax or horse carriage - it is just’ transportation.

available products/apps/services require a standard database that, Your company probably has a litany of legacy protocols still
most importantly, supports a rich subset of the SQL database being supported from bi-sync, SNA, SWIFT and the list goes on.
language. The database also should support ODBC (Open Database What you want is a modern information bus, - we call ‘smart
Connectivity) or its Java based equivalent called JDBC, from plumbing’ - because when you buy a new sink for your home, you
Oracle, for direct remote access from applications or end users. don’t have to think about whether your home plumbing supports
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that ‘sink protocol; a sink-is-a-sink - plug it in (hook it up) and
you are ready to go.

A smart information bus does the same thing by supporting a
wide range of protocols - it just connects them all together, without
you having to worry about the details. Without smart plumbing,
you end up spending huge amounts of time and money building
and testing special adapters. Unless you are in the plumbing
(networking) business — leave the plumbing to the professionals.

Presentation Layer - connecting people to technology. Some
legacy applications still revolve around ‘green-screen’ command
line interfaces as their method for user interactions. These non-
graphical, non-intuitive interfaces generally require very significant
training over a long period of time for users to become fully
functional with the application. These types of interfaces remind
me of the old adage, “don’t tell me how to build a clock when all I
need to know is the time.” Users want to place orders, check stock
levels, enter a trade or see the time-table. Intuitive interfaces, like
those on most mobile apps, don’t require lengthy/costly training.
All you do is simply download the app and start using it. That’s
what enterprise users expect of their IT investments today, too.
Many great enterprise applications have been discontinued or lost
funding/support from senior management because ‘they look old.
Certainly there will be existing (shall we call them ‘prover’) users
that will want to keep the command line interface that they know,
but new users will appreciate intuitive apps that allow them to be
productive immediately and so the business gains from all the
savings of time and money by not having to provide app training
and can instead focus on business training.

What about the people?

Modernizing your most important asset, your people, is as
critical as any technological thingy.

Certainly, bringing in ‘new blood’ and their new tricks (tools,
knowledge and other skills) is important. Most of us “Tandem
folks” have never Tweeted and don’t have an Instagram account,
but social media and the tools to exploit those new paradigms are
in the DNA of those coming out of universities today.

While new tools and being fleet of foot are surely wonderful,
knowing the business, your business, only comes with experience,
and experience builds over time. The most experienced of our
staff whom I'll call the ‘proven ones’ I see as the Sherpas, leading
the business into the future. We can learn Java or Eclipse and
we can even get used to a GUIL, but when the skittles hit the fan,
only the proven ones know how to run the business by hand if
necessary and those skills are what makes the rest look easy.

Conclusion

There is significant value in modernizing your proven
applications, making them more cost efficient, rapidly
adaptive and allowing you to benefit from the best of modern
standards whilst retaining the core business logic which has
worked for decades. While the buzzwords might have changed,
computer science 101 has not. The keys to modernizing your
applications is a step-by-step, minimally-invasive approach
positioning you for the future whilst retaining the ‘secret sauce’
you've worked so hard to create. CJ3J
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Thomas Gloerfeld, VP Marketing at comForte, has been associated with the NonStop community for over 20 years. Before joining comForte, he held
various management positions at ACl Worldwide both in Germany and the UK. Thomas Gloerfeld can be contacted at t.gloerfeld@comforte.com.
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Modern Approaches to the Challenges of
Archiving and Application Retirement

Phil Menzies >> Vice President >> ETI-NET

displays cycling through screens with important topics

for employees as they come and go. One of those topics
warned to “be aware of records retention policies.” Often that is
easier said than done. Most companies are faced with a plethora
of laws, regulations and company policies that dictate rules over
storage of information. Keeping track of those requirements
is usually relegated to the company’s Compliance Officer, who
conveys applicable ones to the various operating groups and
ensures that they are followed. While the focus has generally been
on which sets of data have to be retained for how long, there are
also rules dictating when data must be destroyed and handling of
exceptions, such as legal holds.

IT departments’ traditional approach to satisfying retention
rules has been to periodically back up associated sets of data from
live systems and write them to magnetic tape, or more recently
virtual tape, designating them for long-term storage. This simplistic
approach, using the same methodologies used to protect systems
against data loss, has been easy to implement using Backup/
Restore or BRCOM on NonStop systems. But there are numerous
challenges:

«  Rapidly increasing storage requirements for data that must

be retained

o Superfluous content in backups, where only a subset of the

data actually needs to be retained

+  Ensuring readability of the data into the future, particularly

where magnetic tape is involved

o Need for migration of stored content as tape or disk storage

technologies and formats change

o Erasure of data that must be destroyed, where it is

The lobby of a major US bank’s IT facility features large video

intermixed with data that must be retained
o Availability of applications years into the future that can
interpret the data content

What to Keep and For How Long?

Laws and regulations for retention of information are
complex, varying by category, such as medical or financial, and
by jurisdiction: Country, state and municipality. On top of that,
companies often have their own retention policies that may also
apply to information. Iron Mountain publishes the European
Document Retention Guide that, besides surveying requirements
by country, explains best practices for compliant records
management: Create a records retention policy, index and archive
records, ensure certified destruction of records, and backup data
storage off-site. Additional considerations include legal holds
that may suspend normal retention during legal proceedings, and
tracking of chain of custody. These are considerations in design of
an archiving system or selection of a commercial product.
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An interesting exchange on the BankersOnline.com blog, where
someone was “looking for a ‘free’ booklet or publication that gives
guidelines for Record Retention Policies”, got the following response:
“Unfortunately, there is no comprehensive free guide. The subject is
so complex and requires so much research that the authors of such
manuals understandably command a good fee.” So consult your
Compliance Officer - they have the unenviable job of keeping track
of the multitude of retention requirements and changes to them.

“Is It Safe?”

The line from Laurence Olivier’s exiled Nazi war criminal character
in the 1976 movie Marathon Man sent shivers down audiences’ spines.
So should the risks of archive storage on old media!

Over the many years of tape’s existence it has kept pace with disk
storage in both capacity and transfer rates. But to accomplish this
has required many changes in technologies: reel-to-reel and then
cartridge formats such as DAT, DLT, and most recently LTO. Lack of
compatibility between formats causes major headaches. It has been
necessary to periodically change tape technologies and even models
within the same technology. LTO-2 cartridges are not readable by LTO5
drives for instance. In parallel with this, as computer systems evolve,
support for attachment of older tape drive technologies atrophies — both
in electrical interfaces and software drivers. For example, NonStop
Blade systems could not connect SCSI tape drives and now NonStop
X systems only support Fibre Channel-attached LTO-6 tape drives.
Frequently the result has been hundreds or thousands of “orphaned” tape
cartridges containing archived data, although some diligent users have
implemented systematic migration of contents of each tape technology

Virtual tape products, such as BackBox for NonStop systems,
have alleviated this problem. Storing backup and archive data as
virtual tape images on disk eliminates the problem of changing
tape media formats. Virtual tape subsystems can easily move these
images from one storage type to another, transparently to the host
system. And host system interfaces, both hardware and software,
can be adapted to, generally increasing transfer rates in the process.

Where Is That File?

Unlike many aspects of IT systems, archives are seldom audited.
And even less often is the existence of retained files checked against
current retention rules. Files could be lost for a number of reasons:

«  Data may become unreadable due to various physical tape

media phenomena

o Tape cartridges may be lost

«  Encryption keys for the media content may also be lost

«  Retention rules in catalogs may be accidentally or

intentionally changed

o Virtual tape media image files may be accidentally deleted

or expired from Enterprise Backup System (EBS) servers
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Fig. 1 Multiple catalogs manage archive data location and retention.

Data deduplication appliances have become increasingly
popular for very efficient disk storage of backup data, such as via
the ETI-NET BackBox product for NonStop. But long-term archive
data often must be transparently “off-loaded” to EBS servers where
they can be efficiently “stacked” on high-capacity tape media.
Examples of such EBS products include Tivoli Storage Manager,
NetBackup, HP Data Protector and Commvault. But the handoffs
are not always problem-free. Recently a NonStop user discovered a
significant number of archive virtual tape media missing from his
EBS server. The cause: An erroneous retention policy on the EBS
server, despite the correct policy in DSM/TC on NonStop.

To ensure compliance, archiving systems should be periodically
audited. This involves correlation of the contents of the various
catalogs involved, such as DSM/TC, virtual tape system media
catalogs and EBS catalogs. ETI-NET’s new product, Data
Protection Auditor, provides such capabilities, as well as displaying
current and historical storage utilization by the archives. Archive
content retrievability can also be spot checked. Such auditing
should be used to detect problems early, before significant
quantities of archive data are lost, offering the possibility of
“rescuing” erroneously deleted content before it is overwritten. In
the above EBS loss incident, most of the “lost” virtual tape images
were able to be recovered from EBS server media, but with a lot of
effort required. Frequent archive auditing would have caught the
problem early and minimized any loss of data.

Zombie Systems That Won’t Die
Seldom are full databases directly archived, avoiding the
complexity of having to restore them to operation to query their
content. But files that are archived are usually in application-
specific formats and may even have encrypted fields for which key
retrieval by the application is required in order to be able to access
the content. This leads to several levels of complexities:
o When updating applications, support for reading old
archived file formats must be continued
« Ifanapplication is replaced by another, perhaps a
commercial package, new archives may be handled
differently - but old archives still need to be retrievable

o When an application discontinued or functionally replaced,
the old application must be kept around as long as its
archives still must be retrieved

« Ifencryption key management is used by the application, it
must also be continued

o Personnel must be kept knowledgeable in maintaining the
application

So “Application Retirement” planning must be considered with
archive access in mind. Ideally applications that are superseded or
discontinued would be able to be torn down (“retired”), saving on
both personnel to maintain them and system operational costs. But
data “backed up” in application-specific formats frequently requires
that the applications be kept around.

And worse, if the application has not been ported to current system
platforms like NonStop-X, then obsolete platforms such as NonStop
S-series may have to be kept running — with significant support issues
and costs. In many companies this has resulted in “zombie” systems,
kept alive just for archive retrieval capabilities. Even without zombie
applications and systems, some studies have shown that 60-80% of data
retained in production applications is “inactive”. This is a related area
where significant cost savings could be realized.

Eliminating the Zombies

As with “real” zombies, eliminating zombie applications
and the systems needed to run them requires drastic action — a
fundamental change in the approach to archiving.

Some point solutions, such as InsiderTech’s Sentra RTLX
product, offload application transaction logs (or ingest previously
backed-up logs) to a custom-built database on an industry-standard
platform, enabling use of standard tools for querying. Where a single
application, such as payments in the case of Sentra RTLX, is involved
or the requirements are simple, this may be a cost-effective solution.
But it defers longer-term questions of maintenance of the database
and platform. For more complex situations involving multiple
applications or application migration, and for true application and
platform independence, a more general approach is needed.

This means abandoning application-specific formats for
preserving information in favor of storing information in a
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common, application-independent format. Such an approach The Model describes five functional entities:

enables: « Ingest, to populate the archive with information
o Indefinite life of preserved information without dependence o Archival Storage, to receive and manage storage of the
on the creating application archive content
o Ability to use common query tools for information retrieval o  Data Management, to maintain a searchable database of the
o Granular enforcement of data retention and destruction rules Descriptive Information
o Granular access control of who can access which information o Administration, including access control, security, etc.
o Detailed logging of information access o Access, to enable querying of the archive
o  Elimination of wasted “collateral” storage — information Ingestion is critical to the ability to use such an approach. Data
stored by backup methodologies not actually required to be must be able to be transformed from its original application-
retained specific form to populate the Content Information within a SIP as
« Independence of storage media well as the Descriptive Information that enables retrieval.
o Opportunities to utilize the archived information for data The OAIS model enabled what is now referred to as “Active
analytics Archiving” - the ability to securely archive and retain data while
While cost savings from Application Retirement may provide providing real-time ability to query and report on it. This is
the economic justification to modernize archiving, the benefits are essentially the opposite of traditional archiving approaches, where
numerous. 