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XYGATE Data Protection

XYPRO XDP Engineered with HPE SecureData
Enterprise on HPE NonStop

HPE SecureData Transparent Data Protection for HPE NonStop is
XYPRO's XYGATE Data Protection (XDP) - engineered and deeply
integrated with HPE SecureData Enterprise to add new high value
data protection features and benefits for the HPE NonStop
customer community.
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ALTERNATIVE THINKING ABOUT KEEPING TIME:

It's 5:00 o’clock at your workstation, but the server next door thinks
it's 4:57. How accurate are your transactions?

In today's world of distributed processing and stringent audit
requirements, all the systems involved in a distributed transaction must
operate at the highest level of accuracy. Without synchronized
computer clocks, it's impossible to correlate data from multiple system
sources, much less understand transaction flow, pinpoint bottlenecks,
or resolve problems.

HP NonStop Time Synchronization provides up to microsecond
accuracy across all of your computers, whether you’re running
HP NonStop, Linux, or Windows operating environments.
And, this product is fully backed and serviced by HP.

Technology for better business outcomes.

Contact your HP representative or partner for a FREE 60-day trial.
Visit www.hp.com/go/timesync

©2008 Hewlett-Packard Development Company, L.P.

* Dramatically reduces the risk
of system events or database
records appearing out of
sequence.

* Works across your
heterogeneous environment —
HP NonStop, Linux, and
Windows operating systems.

Automatically synchronizes
clocks in a cluster or
network; no user intervention
required.

Assures time updates occur
safely on all platforms.



OmniPayments Instances
Live in OmniCloudX

It's affordable, it’s scalable, and it's pay-as-you-go. OmniCloudX on
NonStop X hosts numerous instances of OmniPayments at a price so
attractive that mid-size financial institutions and retailers now can afford
their own high-capacity financial transaction switches. OmniCloudX is
continuously available with automatic failover to other NonStop X systems.
Complete security functions are provided. Each OmniCloudX customer
pays only for the amount of CPU resources, storage, and networking that
it uses. Starts at only USD $5,000 per month.

r
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e Comprehensive payments solution
for banks and retailers

e Built on NonStop for highest
possible availability, scalability,
reliability, and performance

e

: e Proven in production with 14,000
: P ATMs and 700 million transactions
mniPayments
Financial Transaction Switch e A single OmniPayments system
supports up to 10,000 transactions

per second (TPS)

e Modern, component-based design
(BLMs). Open SOA environment

e Migrate to OmniPayments. Efficient,
pain-free transition. No disruption
to customer services

\ _/

OmniPayments Fraud Blocker

e The OmniPayments preauthorization engine is modern
and easy to manage

® Preauthorizes millions of transactions in real time and
far more effectively than its complex, compute-intensive
competitors

¢ Only validated transactions are sent to issuing banks for
authorization

e Sold as part of OmniPayments or as a seamless inter-
face to other providers’ solutions

OmniPayments 50%-Less Guarantee
e The OmniPayments 50%-less guarantee. How do we do that?

e Our pricing model is based on a one-time, perpetual
software license

* No volume fees, no transaction fees, no penalties for
company growth

* You save 50% off your existing transaction costs

OmniPayments Inc.
1566 La Pradera Drive

OmniPayments is now an authorized reseller in Latin America Campbell, CA 95008 USA

of HPE NonStop servers and HPE Atalla security products. Www.omnipayments.com

Contact us for more information sales@omnipayments.com
+1 408 364 9915
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Congratulations Dr Michael Rossbach

Connect Worldwide’s

2016 Volunteer of the year

Dr. Michael Rossbach began his long career in the software
business in 1973. Back in 1979, he laid the foundations
of comForte when he started his business providing
consulting and development services for Tandem systems
(HPE NonStop today) in Germany. He has been the CEO
of comForte since its foundation in 1998.

Building a highly skilled and motivated team, which worked
together successfully for many years, has been key to
the development of strategic software solutions fueling
comForte's growth.

During all this tfime Michael has been the visionary and
strtegic architect of comForte's continued growth and
business strategy until today.

Dr. Michael Rossbach's retirement follows the appointment
of Michael Deissner as his successor as the CEQ. Michael
Deissner's appointment was announced on July 4, 2016.

Dr. Michael Rossbach will remain close to comForte in his
new role as a member of comForte's advisory board.




A Nofte from
Connect
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Wow. Another fantastic year for NonStop!

I have absolutely ZERO insight into how sales went for the
HPE NonStop Division, but I DO know that I traveled to more
countries and earned more miles in 2016 than in any previous
year. I filled an entire passport in 2016! I spent a lot of time with
customers in different industries in varied parts of the world,
and they all continue to be happy with their HPNS investment
and continue to sing the praises of NonStop. The attitude was
extremely positive and everyone has great interest in new HPNS
technology.

Being a security professional and a developer as well, I hear
a lot of talk about new programming languages or emerging
database technologies. What do we care about on NonStop?
The same things we always have: Reliability, scalability and
availability. These discussions always fascinate me. Everyone is
always excited about new technologies and I get that. New toys
are always fascinating, but they also introduce new bugs, new
issues and new concerns. NonStop people love new technology
as much as anyone, but we hesitate putting anything brand
new into production. Except NonStop technology! NonStop
x86 systems are being installed everywhere I go and the buzz is
around SSD's and virtual systems.

I am writing this just before the 2016 NonStop Technical
Boot Camp, my absolute FAVORITE week of the year. New
products, old faces, updates from HPE and lots of good
memories will be shared as we all know how our 2016 went and
look forward to 2017.

Some things will always change, and some things we hope
never will.

Stay available in 2017, my friends. T2

Thanks.

Rob Lesan

Rob Lesan
XYPRO Technology
Connect Worldwide President
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Another amazing year!

2016 wraps up with a strong sales year for NonStop and a great
NonStop Technical Boot Camp held in San Jose. If you weren’t
there, we're sorry you missed it but no need to be sad as I'm
providing a brief recap for you here.

This year’s event had close to 90 breakout sessions across five
simultaneous tracks. We kicked oft the event with brilliant Key
Notes given by Randy Meyer, the Vice President and General
Manager of HPE’s Mission Critical Solutions team, followed
by Andy Bergholz, the Director of HPE NonStop Engineering
teams. Randy spoke about the Mission Critical market and the
opportunities for NonStop today. Andy talked about NonStop’s
future with vNonStop and investments in Database Services and
compatibility.

vNonStop was certainly the star of the show this year with a
number of talks dedicated to it and a live demo available to all in
the HPE booth. Attendees got to feast their eyes on an L-series
NonStop environment running on two small Linux servers with
2 processors and 2 sockets each. The system took up not much
more room than a desktop laser printer. There was a crowd
around the demo every time I walked by the booth, and cloud
computing was the buzz in all the hallways of the Fairmont for the
entire three days.

In between breakout sessions people enjoyed a variety of
entertainment sponsored by our Partners, which included a
Monday-night party at the top of the Capital Club building next
door where everyone got to stand on a top floor balcony close to
the super moon with a tasty glass of wine.

Tuesday morning started with an inspiring talk from Dr.
Timothy Chou about the Internet of Things. Tim has recently
published a book called Precision: Principles and Practices about
how the Internet of Things will apply to enterprise businesses in
the future and the explosion of new opportunities ahead of us. At
the end everyone drifted out of Tim’s lecture having their minds
opened to the truly vast opportunities offered in the world today.
If you missed the show or Tim’s talk, information on getting
special copies of the book signed by Tim can be found at this url:
www.crowdstory.com/precision-2-pack-signed.

We had another full day of talks on Tuesday and I spent part
of each day in meetings with customers. We had people attending
from all over the world, including Sweden, Germany, Finland,
Norway, the Netherlands, the UK, Taiwan and Japan. Nearly every
customer we talked to told us a similar story about their NonStop
systems and the challenges they were facing. The similarities were
amazing in some ways and also completely understandable in the
current world climate.

6 Nov-Dec 2016

News from HPE's NonStop
Enterprise Division

First, it was startling to hear just about everyone tell us that
there was a recent reorganization underway or just completed
that has impacted their IT team or portions of their IT team, but
in many cases not the NonStop team. Second, the pressure to
modernize applications and computing is stronger than ever with
application teams facing challenges to compete to rapidly bring new
services to demanding customers, all the while moving the same
applications to more efficient and less expensive platforms without
a moment of downtime.

We talked to teams trying to avoid as little as two hours of
downtime a year and teams looking to implement real business
continuity plans and of course customers looking to migrate off
their NB50000 as it reaches end of support at the end of 2017.
Challenges and within them opportunities abounded; luckily
there are more ways than ever to accomplish their goals on
NonStop today.

Wednesday was another full day of breakouts and we had a
Closing Session at 5pm. Many faithful NonStop customers and
partners were there at the Closing Session and we were gratified to
see nearly everyone stand up when we asked if they felt HPE was
moving in the right direction with NonStop and if vNonStop was a
game changer for them.

Allin all it was a great conference. The Beta for vNonStop is
gearing up and if you wish to participate, please send an email to
Prashanth Kamath U, at p.kamath@hpe.com He will add your
name to the list and see that you get the materials you need to fill
out for us to schedule you.

As I write this, the DISCOVER show is coming together in
London where information about vNonStop will continue to be
shared with a new audience and we look forward to hearing their
reactions. We expect it will be an exciting time for everyone and
another great event.

So until we can meet again to watch a vNonStop demonstration
together, everyone here in HPE NonStop team wishes you and
yours a wonderful Holiday season and a very Happy New Year as
we move into 2017 together. C/D

leteon

Karen Copeland
Manager, WW NonStop Product Management
Mission Critical Solutions

Hewlett Packard Enterprise
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News from GTUG 2016

Dave Harper >> Senior Account Executive & CTUG President >> comForte Inc.

In conclusion

he CTUG fall conference was held at the HP
I Enterprise head office for Canada, on October
19th, 2016. The conference was very well attended
again this year and attendees were greeted by warm
weather and sunny skies. The theme for this year’s event
was “Virtualized NonStop”. We started our day with our
early bird draw prize which was donated by the Business
Critical Systems group of HPE Canada.

The CTUG board was able to arrange an excellent
group of speakers for this year’s event. Our first speaker
was Andrew Bergholz, Senior Director of Development
for HPE NonStop. Andrew provided some great insight
into the current state of the NonStop business which is
doing very well in North America and other countries
around the world. Andy also showed us what the very
near future holds for the NonStop platform and it is very
exciting. This tied in very well with our theme this year of

‘Virtualized NonStop.”

Our keynote speaker was Richard Buckle from Pyalla
Technologies who shared his unique perspective of the
NonStop community that comes from his conversations
with NonStop customers, HPE NonStop management,
and NonStop partners. Richard gets to hear about the
exciting new projects that many customers and partners
are undertaking, and how NonStopX and vNonStop will
help mission critical applications continue to grow.

We were pleased to have Keith Moore from HPE join
us as well, to explain how modern development tools
and languages can be used in the NonStop environment.
Keith provided some excellent examples of modern use
cases that are being run on NonStop servers today. After
the lunch break we had the vendor track presentations
and again we had a full complement of vendors providing
details on their products and services.

Closing remarks were provided by Charlie Atkinson,
the Managing Director of HPE Canada. Charlie
thanked the NonStop customers and vendors for
their support. He also highlighted how information
technology is driving the fourth industrial revolution.
We rely more and more on technology and data to get
through every day, and the NonStop architecture plays a
key role in that environment.

We closed the day off with the presentation of draw
prizes provided by the partners and HPE. This was followed
by a reception which was a good opportunity to catch up
with old friends and meet new community members. We
had a few challenges with the changing venue this year, but
it all worked out well and we heard many positive comments
from CTUG members and partners.

WWW. connect—community. org
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Scenes NonStop 2016
from Boot Camp

8 Nov-Dec 2016
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HPE Spins Off Software Assets to Micro Focus

Dr. Bill Highleyman >> Managing Editor >> Availability Digest

started implementing NonStop systems when Tandem was first announced in the late 1970s. The first Tandem

system implemented by my company, Sombers Associates, Inc., was a racetrack totalizator system that

accepted wagers on horse races and posted the odds and payofts on display boards around the track.

As Tandem Computers was absorbed by Compag, which was then acquired by Hewlett-Packard (now Hewlett
Package Enterprise), so have Tandem systems morphed into NonStop systems. The basic hardware architecture
remains unchanged, though the processors have moved from proprietary fo Itanium to x86-based and the duplex
ServerNet backbone fabric has been replaced with InfiniBand. However, the software supporting NonStop systems has
grown and grown.

HPE now has announced its plans to spin off its non-core software assets and to merge them (a spin-merge) with
software-company Micro Focus. This move represents a strategic slimming of HPE by CEO Meg Whitman to strengthen
the company’s focus on its primary mission - to deliver the promise of hybrid IT, in which a company’s data centers are
efficiently integrated with its private clouds.

The spin-merge deal is valued at $8.8 billion USD to HPE shareholders. The acquisition of HPE’s non-core software
by Micro Focus will position Micro Focus to be one of the world’s largest software companies.

Earlier in 2016, HPE spun off its Enterprise Services Division and merged it with Computer Sciences Corporation
(CSQC) in a deal valued at $8.5 billion USD. HPE’s technology services business also was not core to the company’s
current strategy.

However, the spin-merge transaction does not affect NonStop Systems. NonStop is not part of the Software
Division that is the subject of the spin-merge. NonStop remains with HPE as part of Mission Critical Solutions headed
by Randy Meyer.

HPE’s Focus

HPE'’s strategy is o become the industry’s leading supplier of software-defined hybrid IT solutions. While it spins off its
non-core software assets, it is keeping its capabilities for software-defined infrastructure solutions and cloud environments.

Key to this strategy are core software assets such as OneView and the Helion Cloud platform. OneView is an
infrastructure automation engine that streamlines the provisioning and lifecycle management across compute, storage,
and network resources. It enables IT staff to control these resources programmatically through a unified API.

The Helion Cloud is based on the open-source OpenStack architecture. It provides the products and services
necessary to create a flexible, open, and secure hybrid cloud. With Helion Cloud, private clouds, public clouds, and
traditional IT can be integrated to most effectively meet an enterprise’s needs.

These and other products and services enable a standalone HPE to realize its vision of being the industry’s leading
provider of the software-defined infrastructure that will run today’s data centers and will bridge them to multi-cloud
environments. The products and services provide the intelligent edge that will power campus, branch, and loT applications.

HPE’s Non-Core Software Assets

The non-core software assets that HPE plans to spin off to Micro Focus include the following systems:

e Application Delivery Management - delivers applications across technologies with quality, speed, and
confidence to help accelerate the planning, testing, delivery, and support of optimized applications.

D Big Data Analytics - analyzes all data, structured and unstructured, throughout data and application lifecycles
to unify disparate legacy data and the onslaught of new data.

D Enterprise Security - protects users, applications, data and the interactions between them, regardless of
location or device, with HPE products and products from ArcSight, Fortify, Data Security (formerly Voltage)
and Atalla.

* Information Management and Governance - serves the full spectrum of information management and
governance needs for compliance, legal, risk visibility, and control over enterprise information via HPE Verity's
"Single Source of Truth."

e |T Operations Management - enables customers to transform their traditional IT environments into a digital
enterprise to leverage the full power of the hybrid cloud.
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Micro Focus

Micro Focus International is a UK-based company that will become one of the largest software houses globally
after its acquisition of the HPE non-core software assets. Micro Focus already has grown significantly via a series of
acquisitions, including Attachmate and Serena Software.

Attachmate focuses on secure terminal emulation, legacy integration, and managed file transfer software. Serena Software
provides process-based solutions for managing and automating application development, DevOps and IT operations.

Prior to the acquisition of the HPE non-core software assets, the Micro Focus software portfolio was fairly extensive
and included:

e |dentity-based access governance

. Security

¢  COBOL development

. Mainframe solutions

e Application development and festing

. IT operations management

. Host connectivity

e  Collaboration/networking

The Spin-Merge to Micro Focus

The HPE/Micro Focus spin-merge is expected to close in the third quarter of 2017. The new Micro Focus will be led
by Kevin Loosemore, the current company’s Executive Chairman.

HPE and Micro Focus also have announced plans for a partnership that will name SUSE as HPE'’s preferred Linux
partner. This will provide additional collaboration leveraging SUSE’s OpenStack expertise with HPE’s Helion Cloud
OpenStack private cloud architecture.

SUSE’s software portfolio includes:

. Enterprise Linux

e  SUSE OpenStack private cloud

e Software-defined storage

e Other IT infrastructure management and optimization solutions

The Value of the Deal

As a result of the spin-merge fransaction, HPE shareholders will obtain a 50.1% ownership in Micro Focus. Micro
Focus also will make a cash payment to HPE of $2.5 billion USD. With the value of the stock ownership valued at $6.3
billion USD, the resulting value of the spin-merge transaction to HPE is expected to be $8.8 billion.

After Micro Focus has acquired the HPE software assets, its annual revenue is expected to be about $4.5 billion
USD. This revenue is supported by Micro Focus’ salesforce, which numbers about 4,000 sales people worldwide.

Where Does This Leave HPE?

The spin-merge of its non-core software assets is a major step foward enabling HPE to slim down in order to realize its
vision of being the industry’s leading provider of hybrid IT, merging a company’s IT assets with its private clouds. HPE’s newly
created software-defined and cloud business will build on software assets like HPE OneView and its Helion Cloud platform.

In addition, HPE’s Technology Services will be deployed to help customers transform their IT environments to
hybrid architectures. HPE’s Technology Services include about 22,000 service professionals worldwide and will
represent about 25% of the company’s revenue after the spinoff.

Where Does This Leave NonStop?

As previously stated, the spin-merge of software assets to Micro Focus does not affect the NonStop business
directly. NonStop is not part of the Software Division. The Mission Critical Solutions organization, which includes
systems such as NonStop alongside Superdome, remains with HPE.

However, in some areas the Mission Critical Solutions organization will forge more formal relationships with the
teams that become part of Micro Focus. The NonStop business will move forward with HPE to continue to provide
mission critical solutions that support customers’ needs for hybrid and cloud environments in accordance with HPE’s
announced strategy.

www.connect-community.org = 11
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Summary

When HP split into two companies, Hewlett Packard Enterprise and Hewlett Packard, Inc, it was to separate the Enterprise
business from the prinfer and PC business (which remained as HP, Inc.). At that time, HPE became a major software player across
the needs of enterprises. It is CEO Meg Whitman's intent to focus HPE on providing world-class infrastructure and services to
companies implementing hybrid IT systems and merging their traditional IT assets with private clouds (particularly HPE Helion).

To achieve this goal, HPE is honing itself to focus on the assets that contribute directly to this vision and divest itself
from those that are less crucial. This has included the spin-off of its Enterprise Services Division to CSC and its non-core
software assets to Micro Focus. Both of these transactions will net significant value for HPE shareholders.

Upon the completion of these transactions, HPE will be a slimmed-down company focusing efficiently on providing
infrastructure for hybrid IT architectures to companies. In addition, HPE is using the cash that these divestments generate
to acquire other technologies that add to this capability. HPE has recently announced that it is acquiring SGI, a global
leader in high-performance solutions for compute, data analytics, and data management.
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News from ATUG

Dale W. Van Stratten >> XYPRO Technologies
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nobody really put their finger on how it ended? Did it simply

fizzle out or was there a big bang? The closest recollection...
’sometime in the 90’s when they were still Tandem'’. But on September
29th on another beautiful Georgia day, the Tandem User Community
from the Atlanta area converged and convened ATUG 2.0.

My name is Dale Van Stratten, I'm with XYPRO Technology and |
look after our customers in the Eastern US and Canadian Territory. This
responsibility includes attending regional TUG meetings within the
territory and trying to better understand our clients wants and needs.
These TUGs include, OTUG (Ohio), SunTUG (Florida), MATUG (Mid
Atlantic, DC area), the newly reformed NY/NJ TUG (you can figure that
one out), NENUG (NE NonStop Users) and finally CTUG (Canadian).
That’s a whole lot of TUG'n. That’s also a lot of speaking with customers
and prospects and a great way to share information, some new and
some refresher. In short, it’s a great information exchange.

In the early years there were TUGs everywhere. | remember Denver,
Washington State, Omaha.... all having TUGs. Many of you reading
this can probably remember an old TUG group gone, but certainly
not forgotten. | also remember ATUG. Atlanta/Columbus combined
cover a lot of territory. The area is also home to at least eight NonStop
Accounts with several others having operations or personnel in the area.

The new phenomenon in group meetings are ‘MeetUps’. You can
Google them or you can access their App for iphone fo look for MeetUps
in your area. I've attended several technologies based meetups.
Generally, these sessions consist of an evening meeting with a speaker/
or vendor and perhaps a sponsor buying Pizza... These are short
meeting groups or club type of events. Meetups are great for local clubs
(like the Des Moines Weather Club or Rock Hounds of Laramie). TUGs
on the other hand are multi-faceted. They bring a variety of processing
ideas and needs together. They are a great way to socialize with your
peers and likewise socialize ideas.

ATUG 2.0 started like everything else starts, with a seed (I was going to
say kernel). A simple discussion or plan in which we were trying to bring
some customers together for an event in Atlanta. It’s sort of like inviting a
few friends over and the next thing you realize, you're having a party.

N obody really seemed to know how long it had been. Could

You've probably heard the story about ‘Stone Soup’. A small
village is on hard times and food is scarce. A stranger wanders
intfo town and starts making a pot of soup with just a stone
and water. One villager brings a carrot. Next villager brings
a potato...... before you know it the entire village is sharing a
wonderful cauldron of soup. Everybody brings something to the
party. ATUG was like that....It simply started as a discussion with
HPE’s Nelson Alvarez about a customer meeting. Then it became
an event. Next, The Home Depot stepped up and offered their
facility and catering services for the meeting. Then HPE said they
would come. Vendors said they would come and present. Most
importantly, the NonStop customers said they would come....

So what made ATUG a success? Several factors each brought by a
different villager to the party. A huge thanks to The Home Depof for
their help with the facility and catering. The facility and your support
was incredible! A big, big thanks to HPE for all their support getting the
message out as well as providing content. Another thank you goes out to
all the vendors who supported the effort with their messages and content.
Finally, a big thanks to all the NonStop Users who attended. Allin all, we
had a big party and all of the villagers agreed the soup was great!

The Home Depot has already said that they would host next year’s
event. We'll be looking for additional Customer and Vendor Support
as we begin to plan our event for 2017! Feel free to contact me
directly if you would like to help make the soup next year.
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You Know NonStop

You want to know that your information is accessible, yet secure. You also want
to be able to get the most out of your hardware investment quickly and easily.
We don't think that's too much to ask.

NuWave offers quick, easy, secure integration for your
NonStop servers. Our products can connect your servers to W_hy NuWave
virtually any platform, anywhere, using REST or SOAP services, Middleware?
allowing you to get the most out of your systems. v HIGH QUALITY

v LOW TCO

You choose NuWave for all of your NonStop v excertent S

middleware needs, because you know NonStop.

NuViave

4 www.nuwavetech.com/middlewareguys THE MIDDLEWARE GUYS




**x*x Looking Back **xx

Mandi Nulph >> NuWave Technologies

In many cases, people have beenin
the NonStop industry for a long fime.
This makes for a lot of interesting
stories! In this new column, we
visit some of the funny, frustrating,
and downright weird sfories from
NonStop veterans.

“Well, we all have our share of war stories. One that has
impacted me most is the ITUG 2001 event in Anaheim, CA,
I'm certain that a great number of us have lasting memories
from that fateful day. Coincidentally, | was infroducing an
FFA Program Manager to the then Tandem community and
vendors located in southern California. Regardless of the
national events blaring on the news 24/7, this dedicated
government employee, who shall remain anonymous, was
fixated on being productive, even though the ITUG event
was essentially shut down! And.. NO AIR TRAVEL for
3-4 days. But, this isn't my main point. | didn't make the
connection until many years later, but a NuWave colleague and | were on United flight 4
from BOS fto LAX on Sept. 10, 2001 (the same flight lost in the 9/11 attacks the next day).
Whenever I'm reminded of that coincidence, | pause and think ‘Live life, forgive, be kind
and be generous.”

— Ernie Guerrera, NuWave

“About Tandem people: they're
loving, they’re giving, they’re sensitive,
they're caring, they’re smart, they're
cufe.. but I'm pretty biased.”

— Jimmy Treybig
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Seven Bank hanks on
HPE Integrity NonStop to handle
critical transaction switching

BladeSystem NB54000c

E nsures continuous operations with HPE Integrity NonStop
Seven Bank, Ltd. was founded in 2001 as a unique Japanese

financial institution specializing in ATM services, driven by demand
from Seven-Eleven customers looking for in-store ATMs. The bank
has since grown to offer a range of banking services, including online
bank deposit, loan, payment, and wire transfer services.

Today, Seven Bank handles as many as 5,700,000 transactions per
day through its 22,000 bank-owned ATM machines in

Seven-Eleven convenience stores, Itoyokado, shopping malls,
metro stations, and airports all across Japan. With a goal to provide
anytime, anywhere access to its services, Seven Bank required an IT
infrastructure designed for continuous business.

“The relay server that supports our core business must run
nonstop while also enabling us to grow as demand increases. Only
HPE Integrity NonStop BladeSystem NB54000c servers have both
high availability and scalability o support all our ATM services today
and info the future”

— Masaaki Matsuhashi, Executive Officer and Director, ATM
Solution Department, Seven Bank

At the core of the banKs infrastructure is a mission-critical
server that aggregates all requests from ATM machines and relays
them to internal accounting systems, as well as systems at partner
institutions. This relay server must handle a rapidly growing volume
of transactions in real time with no disruption 24/7/365. However,
the bank’s previous platform lacked sufficient performance and
scalability to keep up with the enormous processing demands
projected for the next ten years.

Ensures continuous availability of critical services
After considering an upgrade to its conventional server, Seven
Bank worked with its trusted IT partner, Nomura Research
Institute (NRI), to explore alternative solutions. After an extensive
technical evaluation, Seven Bank turned to Hewlett Packard
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Enterprise (HPE) and replaced its conventional server with HPE
Integrity NonStop BladeSystem

NB54000c servers powered by the Intel® Itanium® Processor
9300 Series. The HPE platform runs Intelligent Wave Inc’s NET+1
application, which authenticates ATM card transactions and online
connections to banking services. In addition, Seven Bank relies on an
HPE Integrity NonStop NS2200 Server for development.

Mr. Kazuki Nishizaki, Seven Bank's Manager, comments, “While
migrating NET+1 to the NonStop operating system, we consolidated
many functions that had been extended over the last 14 years since
the company started. At the same time, we enhanced development
efficiency by simplifying the structure of the entire application. This
optimizes the environment to respond quickly and be flexible for
future enhancements”

NRI led the project, from design and build through ongoing
infrastructure operations and management. There are four HPE Integrity
NonStop BladeSystem NB54000c servers, two systems are deployed in
East Japan and the other two systems are deployed in West Japan. These
four systems are production. With the two sites synchronized for active-
active operations, this configuration ensures continuous availability of
relay services should one of the data centers go down. It also enhances
agility to handle unexpected spikes in workload.

With up to 16 CPUs and 4 cores per CPU, the HPE Integrity
NonStop BladeSystem NB54000c servers deliver maximum
performance for NET+1, and will allow Seven Bank to incrementally
scale performance as it continues to grow. The unique HPE Integrity
NonStop architecture also delivers the rapid response times needed
to process foreign-issued credit and cash cards used by international
travelers in Japan.

HPE Integrity NonStop BladeSystem NB54000c servers also
help Seven Bank ensure compliance with international security
regulations, such as Payment Card Industry (PCI) Data Security
Standard, with support for XYGATE products. This ensures that any
content and access credentials transmitted across the bank’s network
are kept private.

Mr. Masaaki Matsuhashi, executive officer and director of the
ATM solution department at Seven Bank, concludes, “ATM services
are the core of Seven Bank's business. The relay server that supports
our core business must run nonstop while also enabling us to grow as
demand increases. Moreover, with the rapid growth of overseas cards
being issued, strict adherence to global security standards is essential.
HPE Integrity NonStop BladeSystem NB54000c servers have both
high availability and scalability to support all our ATM services today
and into the future”

Learn more at: hpe.com/go/services C/2J
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Information Security’s

{ Best Kept Secret

E

Ry

his is a tough time of year to find encouraging news about

information security. The end-of-year technology reports will

no doubt spend a fair amount of time on data breaches, which
are never good news. But a look at the trends and patterns this year
may show some early signs of progress. The Identity Theft Resource
Center’s 2016 Data Breach statistics as of October 14, 2016 show that
even though the number of breaches with confirmed record exposure
is rising, the number of exposed records is surprisingly low. ITRC is
reporting “only” about 29 million records exposed so far this year,
versus about 177 million in all of 2015 and about 675 million in 2014.
So, it is possible that organizations are doing a better job of keeping
their data secure even if they are breached.

As Verizon’s 2016 Data Breach Investigations Report points out,
“no locale, industry or organization is bulletproof.” There will be
data breaches in 2017, in spite of an organization’s best efforts to
prevent intrusion to their networks. But extensive use of encryption
or tokenization can mitigate the financial loss of a breach.

Encryption is more valuable than you might think. Many people
and organizations dislike using encryption, because it seems too
expensive and time consuming to be worthwhile. In fact, many
organizations only encrypt their data for compliance reasons. But as
information systems and threats evolve, encryption provides more
value than ever. Network perimeters have expanded; information is
flowing in and out of cloud storage through mobile devices and across
enterprise server networks. Access control is more difficult, and the
number of data breaches is steadily rising. Encrypting or tokenizing
data is the best way to limit the effects of data breaches, and preserve a
company’s reputation and business in the face of persistent attacks.

Cost of Data Breaches

In their 2016 Cost of Data Breach Study, the Ponemon
Institute examined the costs of data breaches at 383 companies
in 12 different countries, and estimated the average cost to be $4
million, a 15% increase over the $3.5 million reported in 2013.

Andrew. Price >> VP Technology >> XYPRO Technology Corporation
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The costs vary widely from country to country, from a high of
$7.01 million in the United States to a low of $1.6 million in
India. The cost of data breaches also varies widely from industry
to industry; the average cost per stolen record ranges from $335
for healthcare records, to $80 for public sector data. Surprisingly,
finance is only in third place with a cost per record stolen of $221.

The costs can be broken down into direct and indirect costs.
Direct costs include investigations and forensics analysis, auditing
and legal services, and identifying, notifying, and compensating
victims. These are comparatively straightforward. Indirect costs,
which include reputational damage and loss of business, as well
as opportunity costs to the organization’s customers, are harder
to quantify. According to the Ponemon study, this indirect
opportunity cost to the organization is the biggest component of
the total cost of a breach for most organizations. Indirect costs to
US organizations, for example, were 57% of the total cost.

The overall indirect costs may be even higher. A study
commissioned by the UK Ministry of Defense in 2012 concluded
that indirect costs of payment fraud accounted for about 75% of
the total costs.! This study used a broader definition of indirect
costs that included reduced use of online services, reduced
electronic transaction fees, and the higher cost of in-person
transactions compared to online transactions. It estimated the

! Anderson, Ross, Chris Barton, Rainer Bshme, Richard Clayton, Michel JG Van Eeten, Michael Levi, Tyler Moore, and Stefan Savage. "Measuring the cost of cybercrime." In The economics of

information security and privacy, pp. 265-300. Springer Berlin Heidelberg, 2013.
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indirect costs of UK payment fraud as $2,300 million and the
direct costs as $768 million. For the purpose of comparison,
Ponemon calculated indirect costs in the UK as 47% of the total
costs® in their 2011 Cost of Data Breach in the UK study.
Although the estimates vary with the study methodology,
the bottom line does not change: organizations in highly
regulated industries are at risk of incurring substantial costs from
reputation damage and lost business in the event of a successful
data breach.

Avenues of Attack

Attacks can come from external actors or from malevolent
insiders. Estimates of the percentage of attacks from external actors
vary rather widely. Verizon’s report states that 80% of breaches are
the work of outsiders, Ponemon estimates 48%, and IBM’s 2016
Cyber Security Intelligence Index puts it at 40%. The one thing
they all agree on is that organizations have to defend against both
external and internal threats. Most organizations, particularly
those in highly regulated industries, such as finance and healthcare,
have invested in perimeter-style security solutions; and yet they
still suffer data breaches. The perimeter defenses do not prevent all
external attacks, and do little to protect against malicious insiders.

Data-centric Security & Encryption Limit the
Consequences of a Breach

In addition to perimeter defenses, organizations need to consider
adopting a data-centric, layered approach to security which includes
encryption or tokenization of sensitive data. The cost benefit analysis
performed by Kevin Soo Hoo at Stanford in 2000°, suggests that
encryption may provide the highest value of any security investment.
Other measures, such as firewalls, anti-virus software and intrusion
detection may reduce the probability of a breach, but they cannot
prevent every breach. Encryption is the only measure Hoo studied that
actually limited the consequences of a data breach. The most recent
Ponemon and Verizon studies agree that extensive use of encryption
reduces data breach costs. Ponemon estimates it reduces cost by $13 per
record, Verizon estimates that encryption technologies have a 21% ROI.

Experts may disagree on what percentage of data breaches come
from insiders or external actors, but extensive use of encryption can
help limit the damage, regardless of where the breach originates.
Encryption addresses the security threat organizations need to
worry about the most.

Encrypting or tokenizing data actually has two immediate
advantages: it can reduce compliance costs by limiting audit scopes,
and it may exempt an organization from publicly disclosing a
breach, if the exposed data was properly encrypted to tokenized.
Extensive use of encryption or tokenization is the one strategy
most likely to reduce the reputation damage and consequent loss of
business that dominate the cost of data breaches.

Data-centric security solutions, such as HPE SecureData
and XYPRO Data Protection (XDP), can protect sensitive data
by encrypting or tokenizing it the moment it is acquired and
ensuring that the protection continues wherever the data is stored,
transferred, or used. HPE SecureData supports diverse platforms,
works with a wide variety of databases and is extensively deployed.
XDP optimizes HPE SecureData for NonStop servers.

The Difference Maker: Encryption vs. Layered Point
Solutions

To illustrate the difference between data-centric encryption, and
the layered point solutions offered by other security tools, we can
look at the layered stack models commonly used to describe data
networks and data storage systems.

Storage systems can be modeled as a five-level stack:
Application, Middleware, Databases, File Systems, and Storage.
As shown in Figure 1, there are point solutions to provide security
at each level. Disk encryption, for example, encrypts data as it is
written to the disk and decrypts it as it is read. It only protects
the data actually stored on the disk. It does not protect the data
when it is retrieved from the disk and sent up the stack toward the
application layer. Database encryption, however, will protect data
at the database layer, and the layers below it.

Middleware Lo S5LTLS Firewalls

Databases
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Flgural. Storage and encryplion stacks
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Figure 2 shows examples of point solutions that can protect data
as it is transferred over computer networks. This model uses the
TCP/IP communication protocol stack defined in RFC1122 and
RFC 123. The stack comprises four layers: Application, Transport, IP
and Network Access, as shown in Figure 1. As the arrows in Figure
1 suggest, information is only passed between adjacent layers of the
TCP/IP stack. A process running at the Transport layer can pass
information to a process running one layer away at the IP layer but
not to one running two layers away at the Network Access layer.
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Figure2. Network and encryption stacks

2 This study does not estimate the total costs of data breaches in the UK it surveys a sample of organizations and calculates the average cost of the data breaches those organizations experienced in

2011. As costs vary depending on the size of the breach, Ponemon reports the average cost per record exposed in a breach.
3 Hoo, Kevin J. Soo. How much is enough? A risk management approach to computer security. Stanford, Calif: Stanford University, 2000.
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Again, encryption can take place either relative to or at different
levels in the TCP/IP stack. TLS encryption, for example, operates
between the Application layer and the Transport layer. IPSec
operates at the IP layer. Link encryptors encrypt at the Network
Access layer. There are good reasons to encrypt at different places in
the encryption stack, but when you encrypt at a particular location,
the encryption only protects against threats that target layers at or
below the point where the encryption takes place

If you use TLS to encrypt data between the Transport and
Application layers, the TLS encryption will protect against attacks
that target the Transport layer, the IP layer and the Network Access
layer, but it will not protect against attacks that target processes
running at the Application layer. Once data that’s encrypted using
TLS gets passed up the stack to the Application layer, the TLS
encryption is no longer protecting it.

The key advantage to the data-centric encryption provided by
HPE SecureData and XDP is that it is applied at the application
layer. It protects against attacks that target every lower layer of the
network stack or storage stack.

Application Level security: Protection at Every Level
HPE SecureData and XDP use Format Preserving Encryption
(FPE) and Secure Stateless Tokenization (SST) to implement

Payment
Authorization

Live Datia Encrypted in
Secure Reador end-to
end to Payment
Autharimtion Host

Settlement
Processes

55T Tokenired PAN Data vted throsghout.
Ko Lhve Diata bn intemal processes or systems

protection at the application layer without changing the data’s
format or requiring changes to the application’s source code. This
transparent application level security uses a library to intercept
all I/O calls, and selectively encrypts and decrypts specified fields
as necessary. The data is encrypted before it’s sent to the disk and
decrypted only as it arrives at the application, so it is protected at
every level below the application layer. By tokenizing/encrypting
all sensitive data, and therefore rendering it valueless to hackers,
XDP can significantly reduce data breach damages.

Conclusion: Limiting the Damage Potential is Your Best
Defense

The bottom line is that the number of data breaches is rising;
perimeter defenses cannot prevent all attacks. Breaches appear
inevitable, particularly in the healthcare and financial industries,
which incur the highest costs from breaches. The good news is that
data-centric security protects sensitive data from both malicious
insiders and attackers that have evaded the perimeter defenses.
HPE NonStop systems support critical processes in the industries
that are paying the most for data breaches. XDP data-centric
security, optimized for the NonStop environment is the best way to
limit the damage. Encryption and tokenization are a better value
than most people think.

Customer
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Application

Logs, Reports
& Backups

List 4 Digits already
available withoul change

Andrew Price is VP of Technology at XYPRO. He joined XYPRO in 2011, and has over 25 years’ experience in the mission-critical IT industry. Prior to
joining XYPRO, Andrew was with ACI Worldwide for over 11 years, where he held roles in Product Management, Development and Architecture. At
XYPRO, Andrew has engineering and product management responsibility for the XYGATE suite of products, ensuring that they continue to meet
XYGATE users’ stringent requirements for security and compliance on the HP NonStop. He can be reached at andrew.price@xypro.com
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NonStop: Celebrating its presence
as a HPE core software asset!

Richard Buckle CEO

his past year really kicked off with

the NonStop Technical Boot Camp.

For most of us, swept as we likely

were in end of year celebrations
along with welcoming in the New Year, it
wasn't until January that we found time to
reflect on all that took place in San Jose. For
me, what took center stage and as it turned
out, dominated much of the conversation
within the NonStop community was the
confirmation of a working prototype of a
virtual NonStop (vNonStop). As I prepared
now, in October 2016, for the CTUG
Regional User Group (RUG) event, I looked
back at commentaries and posts I had made
over the years and much to my surprise, one
observation really stood out.

My earlier views on virtualization
no longer make sense or so it seemed to
me at the time I posted to the NonStop
community blog, Real Time View back
on February 13, 2011 - shifting NonStop
further from the hardware lessens its ability
to be NonStop! It was in response to a
forecast about the future of NonStop that I
made all the way back on February 12, 2008.
That forecast included three predictions,
or wishes, as I preferred to call them,
and included deploying blades anyway I
liked, customer configurable (blades) on
command, and a way to balance transaction
mixes, dynamically.

At the time, this was the language I used
to describe the use by NonStop of industry-
standard blades including an industry
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standard interconnect; a way that these
industry-standard blades could one moment
be supporting NonStop and then next,
Linux - all from the console without pulling
boards; and a way to “soft balance” the mix
of operating systems running to ensure the
transaction flow at the time could access

all the resources they needed. Again this
was back in 2008 and at a time when very
few people knew of such things as clouds
and provisioning. And yet, even as I was
updating this forecast just three years later,

I had serious reservations about running
NonStop in a virtual world. How current
events have overtaken even my most basic
of premises - yes, you can run vNonStop
and it is not only running in the labs but,

apparently, in HPE’s own IT data center.

As I wrapped up my article on what had
transpired in 2015 I noted that the resilience
of the community is undeniable. Indeed,
with the investments being made by HPE
and the NonStop community, its value to
markets of all sizes is beginning to attract a
new generation of advocates. It still may be
premature to pop the Champaign corks or
set off the fireworks but how we are ending
2015 is so much better than in times past
and with that, perhaps a small toast is in
order. Well, as 2016 comes to an end then
indeed, the toast should be a lot bigger and
the Champagne put on ice! It has been a
year where nothing has been off limits and
where the imagination of anyone with an
interest in NonStop has literally exploded.

When we look more closely at 2016, as
an outsider depending still on the product
roadmaps that are presented, it is very
apparent that NonStop development is now
the recipient of some very serious funding.
Porting to the Intel x86 architecture is
proving to be just a starting point that has
fueled the imagination of even the hardiest
of NonStop developers. As Andy Bergholz,
Senior Director at HPE, wrote in a column to
The Connection just a short time ago, “Yes,
we can!” And I think it’s this new attitude
being exhibited by NonStop that will prove
contagious as increasingly, the NonStop
vendor community is taking a good long hard
look at its future development programs for
NonStop and finding that there are now many
more opportunities for vendors - who could
have imagined just a year or so ago that HPE
would be talking about NonStop being a part
of Clouds, accessed by mobile de