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ALTERNATIVE THINKING ABOUT SYSTEMS MONITORING:

Alternative thinking isn't just about constantly monitoring your
applications and systems.

It's about alerting you fo issues and even fixing them — automatically -
based on your specific business goals.

HP’s NonStop Availability, Stats and Performances product (known
worldwide as HP ASAP) provides automatic monitoring of your system
and application objects, keeping you aware of the status of your
processing environment at all times.

With HP ASAP, you can set goals that alert you if problems occur.
You can also link goals to corrective actions such as initiating repairs
or restarting failed components — automatically.

While many monitoring solutions track a few dozen system attributes,
HP ASAP lets you monitor thousands simultaneously. What's more,
ASAP consumes very few CPU cycles.

Now, you'll know instantly when CPUs are too busy, when disks switch
paths, when applications are not performing well, or when there are a

myriad of other problems that NonStop ASAP can isolate and resolve.

HP ASAP. For 10 years, the smart, affordable way to keep NonStop
servers running non-stop.

Technology for better business outcomes.

HP NONSTOP ASAP

* Monitor applications, system
& network resources

* Set user-defined goals

* Receive alerts via clients,
events, email & mobile

* Automate recovery actions

* Monitor and resolve issues
quickly and easily

Contact your HP representative or partner for a FREE 60-day trial.
Visit www.hp.com/go/nonstop/ASAP



Replicate 100% of Your SQL/MP
Database DDL Changes.

With 0% Headaches,

or Human Error.

Introducing HP NonStop SDR: the industry’s only
offthe-shelf solution for replicating changes made
to the structure of your SQL/MP databases.

How many hours per month does your staff spend making
tedious database structural changes? What are the costs
of inevitable human error?

What if there was a way to automate database DDL
replication fo eliminate these headaches, hassles and costs?

Enter: HP NonStop SQL DDL Replicator (SDR) - the industry’s

only solution for automated SQL/MP DDL database replication.

Only NonStop SDR ensures that after performing DDL
operations — creating a table, adding a column, or moving
a partition — changes will automatically be replicated and
implemented at the correct point in the audit stream.

Now, routine changes no longer require downtime. And best
of all: Since everything's automated, the risk of human error
is eliminated.

Which means you can “set it and forget it” — while you reduce
downtime, remove risk, and free up your staff for much more
important work. And what’s not to love about that?

Contact your HP representative or partner for a FREE 60-day trial. ﬁ
Visit www.hp.com/go/nonstopcontinuity ﬁ

Hassles

* Automatic replication of NonStop SQL/MP
DDL operations

* Designed to work seamlessly with NonStop RDF
* Minimal setup or operator management

* Essential NonStop fault-tolerant design

* Supports DDL replication for non-TMF-audited tables



http://h17007.www1.hp.com/us/en/enterprise/servers/integrity/nonstop/nonstop-business.aspx#.VBnjGOdfk4U
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OmniPayments’

OmniCrypto

Special Feature Brought to You by

OmniPayments

— Bulletproof Security for HP NonStop

Look no further than
OmniPayments Inc. for bulletproof
security. Our OmniCrypto suite of
security products is valued by retail
and financial networks that manage
and deploy unique keys for automatic
teller machines (ATMs) and point-
of-sale (POS) devices. Flexible and
customizable, OmniCrypto delivers
role-based and permissions-based
authentication and authorization,
hardware and software encryption
for data-at-rest and data-in-flight,
management and migration tools to
simplify and speed implementation,
and digital certificates and signatures
for e-commerce applications.

other
payment
systems
S0A

o

Om
niCrypto ——

1566 La Pradera Drive
Campbell, CA 95008 USA

PHONE: +1 408 364 9915
sales@omnipayments.com
Www.omnipayments.com

In addition to its role as a critical
component of the OmniPayments
Financial Transaction Switch, a
popular BASE24 replacement,
OmniCrypto is sold separately and
seamlessly integrates with other
payment systems. HP NonStop,
Windows, UNIX and Linux are
supported platforms.

Based on a modern, component-
based design and an open SOA
environment, OmniCrypto includes
modules for ATM/POS transaction
security ® ATM key management
¢ Public Key Infrastructure (PKI)
® encryption and tamper proofing
of database/files, passwords
and credentials-based user
authentication ® and role-based
Access Control Lists (ACL) for user
authentication. It offers complete
card and PIN management services
that are fully compliant with ANSI
X9.8 (3DES) and ANSI X9.24
(Unique Keys), works with third-
party products to provide two-factor
authentication, and supports the
CVV, Cvwve, iCVV, ARQC, CSC, and
CVC verification codes.

OmniCrypto is PCI-DSS compliant
and conforms to all industry
standards. It can be accessed
from other computers via standard
SOA application servers so that
companies can use OmniCrypto
as their centralized authentication
security service. Via a common
interface, OmniCrypto offloads

encryption to Hardware Security
Modules (HSM) such as HP Atalla
and Thales. For high volumes,
OmniCrypto will route transactions
to a pool of HSM devices to achieve
fault tolerance and load balancing.

OmniCrypto’s SecureChannel
allows client applications to
communicate securely with server
applications via SSL (secure socket
layer). SecureFile Transport
encrypts any type of file for transfer
from one place to another.

OmniPayments is a comprehensive
architecture by which financial
institutions acquire, authenticate,
route, switch and authorize
transactions across multiple input
channels such as ATMs, POS
terminals, kiosks, IVRs and the
Internet. It supplies a full set of
functionalities to support payment
transactions. Based on a modern
Service Oriented Architecture
(S0A), OmniPayments consists of
several service modules. The critical
payment components are built on
NonStop. OmniCloudX, running
on NonStop X, hosts numerous
instances of OmniPayments at
a price so attractive that mid-
size retailers now can enjoy the
benefits of their own high-capacity
transaction switches. Starts at only
$5,000 per month.

About Opsol Integrators and OmniPayments

OmniPayments is a switching solution for the financial industry. It is deployed on NonStop
for the highest availability and offers all the requisite functionality to manage credit/
debit-card transactions. It manages multiple devices, hosts application interfaces, and
interoperates with third-party products or other systems if required. OmniPayments
easily expands to provide additional functionality when needed and supplies complete
security functions for every financial transaction handled. OmniPayments will survive any
single fault, requires no downtime for maintenance or upgrades, and supports a range of
disaster recovery solutions. Now available on NonStop X and OmniCloudX. Call us today!

*Paid Advertisement
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Do you have
your Library

Card?

Get your Card from HP Educat
Services and start checking out
Security User Awareness Training lerary

HP offers computer-based training (CBT) that has advantages like: Why choose HP Security User Awareness training?

« The ability to scale the training across your organization. « More than 40 engaging modules.
« Users can take training as per their schedule. « Available in 28 languages.1
« |t ensures that your program communicates a standardized message. » Sharable Content Object Reference Model (SCORM)
« |t is easier to track who took the training, which is often required for compliant.
compliance purposes. « U.S. Federal 508 compliant for compliance with the
Americans with Disabilities Act.
Free 21 Day Trial Available Now * Regularly reviewed and updated.
Library Card Available January 2015 * Global content for global enterprises.

Get your Card...Get Secure. f

Learn more at
hp.com/learn/securityawareness

www.connect-community.org
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Delivering protection
with every transaction

HP Integrity NonStop X ensures the
confidentiality, integrity, and availability
that you and your customers require—
with sophisticated protection of
resources and data.

System-wide security is built in, giving
you the ability to control and monitor
user access to data and system
resources and rapidly detect anomalies.

HP Integrity NonStop X.
When security matters.

Make it matter.

For more, go to



News from HP’s NonStop

Enterprise Division

System-wide protection with every transaction

launched our new family of HP Integrity NonStop X systems
and we'll continue to round out the portfolio with additional
products and enhancements. Stay tuned for exciting news on this front.

HP Integrity NonStop systems have delivered mission-critical
computing across global industries for four decades. And as I look
to the future, I see nothing but opportunities for new workloads in
industries that recognize the value of a fully-integrated, x86 fault-
tolerant system. Running on industry-standard hardware building
blocks, including both Intel® Xeon® processors and InfiniBand
system interconnect, NonStop X is that system.

Independent research tells us there is significant demand for
such systems in industries with new workloads where the risk of
downtime and data loss is rapidly becoming unacceptable—to
both the business and to its end customers. These same industries
require the highest levels of protection, and security is a key in
those environments. HP NonStop provides it in a number of ways.

2015 is a breakthrough year for HP NonStop. Earlier this year, we

Enterprise-class security

HP and our partners provide a secure computing ecosystem to
help you defend against ever-increasing security threats and comply
with industry-specific laws and regulations such as the Payment
Card Industry Data Security Standard (PCI DSS) and the Health
Insurance Portability and Accountability Act (HIPAA).

We take meeting this demand for sophisticated protection of
resources and data seriously—with continuous investments in new
and enhanced products that provide the security capabilities your
customers require.

o  On-platform security
HP Integrity NonStop platforms come with a security subsystem
built into the environment that protects access to the system and
data kept on the system. Add-on products are offered to extend
built-in system security—from additional options for managing
user access to configurable keystroke logging.

o Data-in-motion security
HP Integrity NonStop systems include out-of-the-box SSH
and TLS/SSL capabilities to secure data in transit between the
NonStop server and other servers or workstations.

o Data-at-rest security
HP Integrity NonStop offers the optional Volume Level
Encryption product to encrypt data being stored on CLIM-
based disks or tape. With the recent acquisition of Voltage, HP
now offers SecureData on NonStop systems, to give customers
the option of an industry leading solution to tokenize sensitive
data subject to PCI DSS. Our partners offer security solution
frameworks and field-level or column-level encryption.

o  Security compliance
HP offers products specific to the NonStop platform to help
customers verify that security policies are being enforced and
meet compliance requirements — avoiding breaches, fines,
customer loss, or public embarrassment.

We live in volatile times where cyber criminals are growing ever
more sophisticated in their attempts to break into systems and steal
financial and private information. HP and our partners are taking
steps to offer more security capabilities on our systems every year.
To learn more about NonStop security, see Wendy Bartlett’s article
in this issue on security reference material, and visit the website at
www.hp.com/go/nonstop/security.

Finally, I'll close with a quick wrap-up of HP Discover Las Vegas.
Once again it was a fantastic event, and provided an opportunity to
see the full depth and breadth of what HP has to offer. Our Mission
Critical portfolio was featured in the HP Servers keynote - for a
replay of that session and many others visit www.hp.com/go/discover.
I look forward to seeing you at the London event this December,
or at the Connect NonStop Technical Boot Camp in San Jose this
November. /2

Randy Meyer

VP & GM, Mission Critical Solutions

HP Servers

www.connect-community.org
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Go Easy on Your CISO
— They’re Under a Lot of Pressure

Steve Tcherchian, CISSP >> CISO >> XYPRO

~

Ir r

I

—_

reats are everywhere. And it's no secret cybercriminals are

getting more organized and working more patiently to accomplish

their objective: stealing your data, access to which is provided
via an infinite number of channels. There are currently an estimated five
billion devices connected to the internet today and Gartner estimates that
number to grow to 25 billion + by 2020. That's almost 4 devices for every
man, woman and child on the planet. Look around your desk. How many
connected devices do you count? 52 62 More? Further, just how many of
these devices are being brought into and connected to the enterprise at
work, exposing not just you, but your company to further risk? A recent
article I read described the exponential increase of connected devices -
including devices such as smart ice cubes that pulse to the beat of your
music and monitor how much you're drinking and smart diapers that can
tell you when the baby needs to be changed! Every one of those devices
pose a risk at home and work. This risk increases the strain on security
resources that now have to be responsible for plugging up every hole, even
ones they don't know about.

The odds are against your success

Security professionals in today's landscape have to be right 100%
of the time to stop criminals, whereas the criminals only need to be
right once. Those are pretty scary odds considering all the different
devices they need to take into account. You would get better odds if
you were to wager that I'd end up being the President of the Moon. I
kind of like the sound of that.

I've been in the security space for nearly my entire career. Back in
the old days, security was nothing more than installing a small firewall
in alocked room that also housed the cleaning supplies because
someone said a firewall was the right thing to do. Back then, the only
time sensitive part of the job was ensuring the antivirus software on
everyone’s system was up to date. Synching your phone was simply
putting your Palm Pilot or Windows CE on its cradle to sync your
contacts and calendar and working from home meant printing out
your spreadsheets to take with you. As a CISO now, the number and
magnitude of security risks that have to be factored into the day-to-
day monitoring and overall corporate strategy are mind blowing.
BYOD, IoT, VPN, ISO, PCI are all acronyms CISO’s lose sleep over.
As a profession, we not only need to worry about the outside attackers
intentionally threatening everything in our organizations, but we also
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have to make sure our legitimate inside users are informed enough
so they're not going to accidently open our systems to a vulnerability
or circumvent security controls because “It gets in the way of doing
real work”. We have all received those tempting emails offering an all
expenses paid trip to Tahiti or texts saying that we are entitled to a ten
million dollar Nigerian inheritance; all we have to do is send them
our SSN and corporate password to collect our riches. How do you
ensure your users are armed with enough information so they know
not to click or respond to obvious phishing scams as well as the more
sophisticated ones designed to look perfectly legit?

Couple all that with the 100 different security tools we need
to deploy from 50 different security vendors all with their own
proprietary implementation and it’s a mystery to me why anyone
would want to willingly work in the cybersecurity space. Don’t even
get me started on physical security and regulatory compliance. Good
luck getting any sleep at night! (Have I mentioned I'm thinking about
switching careers to become a fisherman?)

You're only as strong as your weakest link
You can spend millions of dollars on the

Dear Customer,

This is your bank. We forgotyour | fanciest security hardware with cool flashing
social security number and password. | L«

Why don'tyousendthemousso | lights and engage every vendor for their “Next

Gen Security Whatever” solution, but all that
aside, one gigantic vulnerability still exists in
every organization. PEOPLE. Users are the
single largest vulnerability when it comes

to cybersecurity. In fact, studies show that

95% of successful security attacks are the result of human error - that

is a scary number. Users can be manipulated into giving up sensitive

information. Users can forget proper protocols and passwords, they
can even forget that they're not supposed to click that link!

A proper security awareness program with frequent reinforcement
messages that advocate vigilance will help arm your users with the
knowledge needed to protect your organization. Most regulatory
compliance and security frameworks incorporate and in fact require
a security awareness program for users. There is no use locking all the
doors and windows when the users are going to continuously open
them again. Informing your users why and how they should keep
windows and doors locked empowers them with the information they
need to turn them from our biggest vulnerability to our greatest asset.

Security is no longer an IT problem, it is a business problem and
security professionals at all levels need to work together to minimize
the risk of the "people factor” and maximize the success of their
security posture. As such, consider the following points to assist in
the success of your security program.

1.  Executive Support — A security awareness initiative without
executive support will not get much traction with the rest of
the organization. If the executives don't see the value, other
key departments you need to work with won't either. Getting




this level of support can be difficult, even though there is a
correlation between compliance and awareness efforts and
reducing corporate risk.

2. Peer and Interdepartmental Support — Everyone is busy, but just
as important as getting executive support is getting departmental
support. If people don't see the direct value of your program,
it’s not likely to succeed. Tailor your message to the specific
department. Partner with them. Make key departments such
as legal, HR and finance understand they have a vested interest.
As security practitioners, we know we have to work up, down
and sideways to get the support needed for our initiatives to be
successfully implemented.

3. Walk before you run - When it comes to security awareness,
there isn't a one size fits all solution. Depending on your industry
and company culture, you will need to evaluate your audience
and their level of expertise and cater your program to allow your
audience to extract the most value out of your message.

4. Have a Plan - I cannot stress this enough. After getting everyone
to support your program, you need a way to execute and measure
the success of the initiative. Compliance programs, such as

PCT have their suggested methods, but these should be used

as a baseline or framework to build on and customize for your
organization. Create a 90 day plan and identify key performance
indicators to keep your program successful and progressing.
Reinforce, Reinforce, Reinforce — It doesn't have to be weekly
stern emails telling people not to click on links in emails sent from
Romania or not write their corporate passwords on a sticky-note
and place it under their keyboard. Be creative and be consistent.
Make people want to join and engage in the program. Create

a cybersecurity week and celebrate a theme. Have others share
experiences. Give out prizes for participation. Create posters. Get
everyone engaged. Employees feel engaged in the program if they
can relate personal experiences to the message.

We all wear multiple hats when it comes to cyber protection and

security awareness. We must protect ourselves against both internal
and external threats, inform our legitimate users about what not

to do, sniff out those looking to harm the rest of us. It’s an ongoing
effort that requires teamwork. Make sure your team is educated,
motivated and armed with the knowledge and tools necessary to do
their part and they will. T2

Steve Tcherchian, CISSR is the CISO for XYPRO Technology. With almost 20 years in the cybersecurity field, Steve is responsible for overseeing XYPRO’s risk,
compliance, infrastructure and product security to ensure the best security experience to customers in the Mission-Critical computing marketplace.

Test your Security Knowledge!

Try a short security quiz to test how well you and your users’ cyber security knowledge stacks up.

1. Multi-Factor authentication consists of something
you know and
A. A secret question challenge
B. Your email address and password
C. Something you are or something you have
D. A properly configured authentication service, such as LDAP

2. When a system permits access to a file or
program, what is it doing?
A. Authorizing C. Auditing
B. Authenticating D. All of the above.

3. Password rotation is the practice of
A. Rotating passwords among co-workers
B. Changing passwords after a certain period of time
C. Using variations of the same password

4. Once an encryption key is rotated out of service,
all copies of it should be destroyed immediately
A. True B. False

5. When you add idle timeouts to an interactive
environment (e.g. TACL), what have you accomplished?
A. Caused batch to be more complicated.
B. You've inconvenienced the users.
C. Prevented users from leaving their terminals while they are logged on.
D. Provided limited protection against the fraudulent use of that user’s session
E. All of the above.

6. What is the concept of “single signon” intended to provide?

A. A single use userid for temporary access to a
system, good for only one session logon.

B. A single userid for all computer systems that provides access for a
number of users in a job function (e.g. Operations Users).

C. A userid for use on all computer systems in a network for a single user.

D. A userid and authentication method that provides access to and
correct authorization (without re-authentication) to all computers
systems for all functions for which the user is authorized.

7. What is the concept of “least privilege” intended to provide?
A. No access beyond what is required to do your job.
B. Authorized access to resources of the system.
C. All the access that is required to do your job.
D.BandC.

10.

11.

12.

13.

14.

15.

Data Tokenization is the concept of v

A. Replacing sensitive data with a non-sensitive surrogate value

B. Using a mathematical computation to derive a new value of the data
C. Encrypting data

D. None of the above

POODLE is a vulnerability in which protocol?
A. SMTP

B. SSL

C. HTTPS

D. RADIUS

Spear-phishing is what form of an attack?
A. SQAL Injection

B. Dictionary Attack

C. Social Engineering

D. None of the above

Database Auditing can be used for

A. Investigating suspicious activity

B. Deterring users from performing inappropriate actions
C. Monitoring access

D. All of the above

Connecting to coffee shop or other public WiFi
network is completely secure as long as the WiFi
network uses SSL or another form of data encryption
A. True B. False

Firewalls, encryption and antivirus provide
protection against social engineering attacks
A. True B. False

How can you determine if an email is fake or spam
and you likely shouldn’t click on it?

A. Asking for account numbers or passwords

B. Poor spelling and Grammar

C. Offering you a trip or reward.

D. All of the Above

Spyware and malware are usually distributed through
A. Your friend’s USB stick

B. Free games

C. Free screensavers and toolbars

D. All of the above

Answers on page 43
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NonStop Innovations Deep Dive

A Breakdown of EMV and Payments Security with Terence Spies

Gabrielle Guerrera >> NuWave Technologies

T he United States is barreling
towards the Europay, Mastercard,
and Visa (EMV) standard to help
bolster card payment security. These
new (for North America) requirements
demand sweeping technology changes
across the payments, retail, and financial
industries, making it a must for many
NonStop companies. How will card
payment technology be altered? What
does each industry have to do to prepare
for EMYV, and should they already be
going beyond these requirements to bolster security?

I spoke with Terence Spies, the chief technologist at HP
Security Voltage (formerly Voltage Security) and an expert on
cryptography, about the importance of the upcoming EMV
mandate. We also discussed the importance of mobile payments,
and the changes they will provoke for any company that handles
payments.

Terence Spies has over 19 years of security and systems
software development experience. Prior to joining Voltage,
Terence worked at Asta Networks as the director of development
and VP of engineering. Before Asta, Terence was with
Microsoft for almost nine years, where he started the public
key cryptography group and led the development of Crypto
API. While there, he also designed the SSL server and client
side implementations for Internet Explorer, participated in the
PCT/TLS protocol design, led the development team for the
Certificate Server and led the integration of the certificate server
and active directory.

Terence is active within the standards community
and currently serves as chair of X9F1, the cryptographic
tools group of X9 whose charter is to draft cryptographic
algorithm standards for use in the financial industry. Prior
to the acquisition by HP, Terence served as CTO for Voltage
Security, overseeing the expansion of Voltage technology into
new application areas such as mobility, payments and other
areas where application data security is required. Terence will
maintain these responsibilities at HP Security Voltage.

Terence Spies

Gabrielle: Since HP Security Voltage is now part of HP
Atalla, what can you tell us about the history of Atalla and
payment security?

Terence: Payment security has been evolving for a long time.
The credit cards we use today are based on technology that was
invented in the 1960’s when somebody had the great idea of
taking a piece of magnetic tape, bonding it onto the back of a
cardboard card, and using it to transport the information that
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would be used to start payments. This technology was originally
used in situations where there would be dial-up connections

to transport that data--back in those days people assumed
things like dial-up connections were secure because they were
all managed by your friendly telephone company. These things
started transitioning onto more open networks with more
terminals and automation, which meant suddenly the security
assumptions people had made around how these cards operate
started getting invalidated because the market was growing.

One of the innovations that Martin “John” Atalla, the original
founder of the Atalla Corporation, came up with was the idea of
a personal identification number, or PIN, which was basically
an extra level of security for the card. There are principles of
authentication based on who you are, what you have, or what you
know. You can think of a card as an authenticating mechanism
that is something you have, and you can think of having a PIN as
an additional factor that is something you know. John Atalla came
up with this idea of a PIN and it became common practice as part
of ATM and debit card transactions.

A big thing is you want to be able to transmit that PIN in a
secure fashion--it has to be encrypted so someone looking at
the transmissions across the network cannot simply steal PINs
by recording them. This entails something that is called a PIN
block, which is an actual piece of cryptography used to encrypt
information when it is entered either in an ATM or at a terminal
where you are doing a debit transaction. This information is
encrypted and sent to a trusted endpoint, where ultimately the
encryption will be translated for the issuing bank of the card.

The bank verifies the PIN, but the PIN should not be accessible
anywhere else in the process.

Managing cryptographic keys and the encryption process for
PINs has been the centerpiece of HP Atalla’s flagship product,
Atalla NSP. Atalla NSP is a piece of cryptographic hardware that
enables people to manage the secure keys used to predict PIN
data as it traverses the network. One of the focuses for Atalla
and Voltage is to go to the next level and encrypt even more
transaction information, rather than just the PIN. We are now
looking into encrypting the primary account number (PAN) in
flight and tokenizing that PAN data since it ends up getting stored
in backend systems.

The advent of large-scale database systems that are used to hold
transaction data has created a new form of risk, which is seen in the
volume of credit card breaches when people go into the backend
of these systems and pull out the PAN data. Voltage’s technology
enables us to compliment what Atalla had done with PIN security;
we can start using these methodologies to secure the PAN data
both as it is being transmitted during the transaction and also in
the system it is being stored in after the transaction.



Gabrielle: In terms of the EMV mandate, are these
security standards enough, and if not, what do
companies need to do to fill in the gaps?

Terence: EMV, which is also sometimes known as “chip and pin”
or “chip and signature’, is a technology that uses more than just
a magnetic stripe on the card: there is an actual chip on the card.

If you have gotten a credit card issued in the past year or so you
probably noticed it came with a metallic chip on the front of it, and
underneath that is actually a small cryptographic microprocessor
that contains keys that will never leave that device. When you
insert the EMV card into an EMV reader, it is going to send the
credit card number, plus a dynamically-created value that uses the
cryptographic keys from the microprocessor. What this means

is there is a unique validator for every single transaction, so if
somebody steals that credit card number off the wire they are not
going to be able to get the cryptographic keys needed to create that
dynamic authenticator. This prevents them from using that stolen
card data to build counterfeit cards, which is what happens now.

EMV is a mechanism that has been around for a long time.
Almost every card that has been issued in Europe and other regions
outside of the United States utilizes EMV and has been used to
prevent what some call “card present fraud” or fraudulent activities
where the actual plastic card is being used. This is not sufficient for
protecting the entire payment infrastructure: there are still “card not
present” transactions where the card number is used without the
authenticator. What we have seen in places where EMV has been
deployed is fraud shifts to these “card not present” transactions.

I would say there are two areas where there are security gaps:
one is “card not present” transactions, and the other is card number
repositories on the backend. Merchants or processors that are handling
card data as part of transactions will want to retain that transaction
data, typically including the card numbers. They use this information
for analytical purposes after the transaction has been completed for
fraud detection, customer loyalty, and other uses. The card numbers
will often be retained in backend databases, so EMV is going to protect
the card from outright counterfeiting in “card present” situations, but
with regard to “card not present” transactions and the PAN data being
held in these backend databases, there are other aspects of card security
large merchant processors have to worry about.

To fill in those gaps, the HP security portfolio includes
technologies that enable people to do what is called “tokenizing”:
taking the card number in those backend databases and replacing
it with something that looks like a card number and shares some
characteristics with a card number, but is not the actual card
number itself. This actually negates the threat of fraud and removes
the incentives to create data breaches. Backend databases are no
longer going to be full of genuine credit card numbers; instead they
will be full of tokenized data, which is useless to an attacker when
trying to do “card not present” fraud or printing counterfeit plastic.

The other thing I would say in terms of what companies need
to do to fill in security gaps is there is never going to be one
technology that is an “end all” solution. The simple fact is security
is not a particular state that you get to, but a practice that you have
to keep on refining. Attackers are going to keep getting better,
and you, as a person involved in the payments industry, are going
to have to keep up with those attacks. Continuing to implement
practices and technologies that are going to prevent people from
stealing card data is essential.

Gabrielle: How are Apple Pay and similar payment
methods changing the payments industry?

Terence: What Apple Pay uses is a combination of creating an
EMV-style dynamic identifier with card tokenization. When you
enroll a card with Apple Pay, you are not going to store that card
number on the phone itself; instead, a token is generated. The token
gets placed on the phone and will be paired with a secure element
on the phone. When you do a transaction with Apple Pay, this will
generate a per-transaction tag, which will be sent along to a token
service provider, who will then take the token and transform it back
into the card number deeper in the network. What this means is that
if the phone is stolen, the thief will not get the card number; instead,
they only get the token which can be deactivated independently of
the card. If you lose your phone, you do not have to reissue all of the
credit cards you have enrolled on your phone.

The significance of this in the payments industry is it drives this idea of
tokenization forward very quickly, because essentially every company that
issues cards or processes cards wants to be able to deal with these tokenized
card numbers. There is a lot of interest in having tokenization as a security
technology when these card numbers are being built. It utilizes several
technologies that have been created to secure transactions, and it deploys
them in one place in a particularly secure way.

Gabrielle: How do you think this move to higher security
and mobile payments will affect HP NonStop users?

Terence: The chances are if companies using NonStop as their
payment host are doing debit transactions, they already have an
Atalla NSP as a way to process PIN transactions. What they are
going to see is that the transaction stream coming in is going to be
more diversified in terms of people looking for support for P2PE
(point-to-point encryption). A piece of software will actually be put
on their NonStop to enable the channel from the POS device to the
NonStop host to keep card data encrypted.

There will be some additional complexity in terms of the protocols
for transmitting authorization messages, and other parts of the
payment scheme will get more complex and will have encryption
added to them. You may see NonStop situations where there are
calls out to a separate tokenization server or where the tokenization
is actually done on the NonStop system. There are new technologies
that will start running on the NonStop platform in order to make
these security technologies work for a host using NonStop as their
transaction processing platform. We certainly have lots of customers
who are using NonStop as their payment host and fully support point-
to-point encryption and tokenization on the NonStop platform.

Do you want to learn more about EMV and the upcoming
payment security changes? The most recent article on the NonStop
Innovations blog dives in deeper with Terence Spies to discuss the
technology behind EMV; along with tokenization, encryption, and
the differences between the two.

To read more, access the NonStop Innovations blog now at
www.nuwavetech.com/hp-nonstop-innovations. U3
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Gabrielle Guerrera is the author of the NonStop Innovations blog, which is
in its second year of publication. The blog discusses current issues in the
HP NonStop space and features the industry’s movers and shakers, as well
as the latest products and services that are available to NonStop users.
Thought leaders like Justin Simonds and Joe Androlowicz have participated,
as well as companies like WebAction, XYPRO, 3Qube, and Oracle.
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Everything You Ever Wanted to Know
About NonStop Security, and More

Wendy Bartlett >> Distinguished Technologist >> HP NonStop Division

o Where do I go to learn about NonStop security?
o What are my options for securing data in motion?
+  We've got a new auditor who isn’t familiar with NonStop
servers — how can I best educate him/her?
o We have well-established security practices, how can I
benchmark them against NonStop best practices?
There are many resources that can help you answer these and
related questions, including two relatively new white papers from
HP. Here’s a quick overview of what’s available and where to find it.

HP Resources

For overviews, product data sheets, and similar materials, visit www.
hp.com/go/nonstop/security. Be sure to check out the Technical white
papers section. It includes a NonStop security overview, which is an excellent
starting point for anyone new to the NonStop system who needs a technical
overview and also serves as a refresher for the experienced crowd.

You can find product-specific security details in the manuals
collections at www.hp.com/go/nonstop-docs, along with a more
general NonStop Security Management Guide.

The newest member of the family is the NonStop Security
Hardening Guide. Like the security overview, it is useful for multiple
audiences. To make it more accessible to auditors and other readers
who are not familiar with NonStop servers, the guide is structured as a
mix of commentary/tutorial (“background”) and how-to information
(“Dest practices”). Its intent is to highlight what areas need attention
both from a general security perspective and for individual products,
so in many places it includes pointers to specific manual sections for
further details. Here's a peek at the current table of contents:

o HP references

- Documentation
- HP security products

o Security hardening implementation approaches

o Initial system hardening overview

o  User management: best practices

o Guardian file security

o Open System Services (OSS) file security

o Additional security considerations for individual

subsystems

«  Remote system access

o Data at rest protection

o  Data sanitization

«  NonStop Cluster I/O (CLIM) security

«  NonStop System Console (NSC) security

»  Securing the NonStop Virtual Tape Server (VTS)

»  Compliance monitoring and reporting

»  Hardening against known vulnerabilities

o Viruses and Virus protection

» Additional references

I'm the primary author of the hardening guide, but its development
has been a collaboration with NonStop security experts in development,
the field, and our partners and customers. It a living document, so
please send me corrections and suggestions for added material and
new topics to include in the next version. You can reach me at wendy.
bartlett@hp.com. The current version of the guide, 1.2, is now available
in the manuals collections at www.hp.com/go/nonstop-docs.

Books written by partners

XYPRO has published two books about NonStop security:

o HP NonStop Server Security

o Securing HP NonStop Servers in an Open Systems World

These are very thorough references, with coverage of both
Safeguard and the security aspects of other products. You do need
to be aware that both books were published some time ago and do
not reflect newer security features in Safeguard and other products
or current thinking about certain best practices such as minimum/
maximum password length.

comPForte has written an e-book that includes a brief security section:

e NonStop for Dummies, comForte

On the web

There are many NonStop-specific white papers on security
available from our partners, and an ever-growing flood of articles
on various security topics of more general interest. See the
references section of the hardening guide for some suggested
reading and links to partner websites.

A word about the Payment Card Industry Data Security
Standards (PCI DSS)

Actually, more than one word...

If you are anticipating a PCI DSS audit, as noted above you can
use both the technical overview and the hardening guide to help
educate your auditors. Before starting discussions with your auditors,
you should take a close look at both the current standard and the
supporting material that the PCI Council has produced, which you
can find at www.pcisecuritystandards.org. In addition, several partners
and consultants have written NonStop-specific white papers on PCI
compliance that you should review. You'll find links to these in the
references section of the hardening guide. U3

Wendy is a Distinguished Technologist in HP’s NonStop Enterprise
Division, and focuses on dependability - security and availability - for
the NonStop server line. She joined Tandem in 1978. Her other main
area of interest is system architecture evolution. She has an M.S.
degree in computer science from Stanford University. Outside of work,
Wendy is a dedicated choral singer and enjoys spending time hiking, in
the gym, and just hanging out with her husband, Joel. She lives in the
San Francisco area.
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Hold On Tight — It’s a Complex World and It’s a Bumpy Ride!

Monitoring gives us the eyes we need to mount a better defense

Richard Buckle >> CEO >> Pyalla Technologies, LLC

en it comes to security there’s a need to know about

Ws‘ecurity breaches but just as importantly, there’s a need to

alert IT operations and business managers. However, what
is becoming every bit as important as alerts is the early detection of
security attacks, as they develop, from first testing of your defenses to
much deeper probing. For the NonStop community this is particularly
important as so much of the world’s money touches a NonStop system
somewhere along the transaction path and whereas other systems
involved in the transaction flow may be vulnerable, there’s no excuse to
leave the NonStop solution’s “keys to the kingdom” unprotected.

In this edition of The Connection is a number of articles on
building defenses to better protect from intrusions and this includes
an article from comForte. Very much focused on ensuring data isn’t
simply left lying around, unencrypted and in the open, comForte
exhibits considerable competence both in its products and more lately,
its services, when it comes to ensuring data cannot be easily stolen or
otherwise compromised. “For many, tokenization is becoming a best
practice for adding an extra layer of data protection to any type of data
at rest,” advises comForte CTO, Thomas Burg, in his article. “When
access control measures fail and intruders manage to get unauthorized
access to files and databases, tokenization is your last line of defense
making sure that the data will be of no use to the criminal. As a result,
the compromise of confidentiality, integrity or availability is averted”

This article by Burg published elsewhere in this magazine should be a
good read and I encourage all to check it out. However, there’s a lot more
to security than pursuing the type of depth of defense that comForte
energetically promotes. While I totally agree with the need for as deep
a defense as we can muster, even as I am fully onboard with making life
difficult for the bad guys, when it comes to the topic of security I am
just as interested in the monitoring aspect of security. In other words,
the consoles and dashboards where flashing red lights emanate and
where spikes and other unusual activities are depicted. In a world where
attacks perpetrated on an unsuspecting financial institution (FI) can
range from nuisance and opportunistic probes to straight out fraudulent
use of stolen cards to well-funded criminal and even government-
sponsored attacks, an automated email delivered over lunch may be our
first indication that an attack is under way. Yes attack; where once such
adversity was described as hacking, as recently as June the Canadian
government openly referred to latest breaches as an attack!

The history of NonStop is liberally supported by many who
venture into management and monitoring over the years and today
the NonStop community is well served by vendors solely focused on
providing NonStop users with insight into all that is happening on
their NonStop systems. Furthermore, there are new contributions
coming from within the NonStop vendor community, that include
support of Clouds and Big Data. This I acknowledged in a blog post I
wrote last November, published on the WebAction web site as, Time
for an Ever-watchful Guardian... In the post I proposed that with
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NonStop interacting with big data analytics, much like the military
depends on having a God’s Eye view of all that is transpiring in a
theater of operation (via hi-tech radar representations et al), is just as
important for today’s data center managers to have a God’s Eye view of
their systems given that they too are under constant attack. Whether its
for systems, or networking components, or the entire data processing
ecosystem (business partners included),to be alerted of developing
patterns more quickly and to recognize possible fraudulent attacks,
even as they appear, the integration of big data with monitoring is only
going to become more important as tangible results are realized and
promoted to all within the NonStop community.

“What WebAction is particularly good at providing is ‘actions’
generated whenever selected criteria have been met,” said WebAction
Cofounder and EVP, Sami Akbay. “We know that security is a
priority for many enterprises and it's a complex situation to effectively
monitor - there are so many moving parts in a data center these days,
with systems spanning many generations - where even the simplest
device possesses incredible intelligence” What strikes me about the
development of WebAction is that it includes support for NonStop
systems even as it provides an end-to-end platform delivering
actionable insights from big data (e.g. the sum of all event logs being
generated 24 X 7). Other products are likely to appear that support
NonStop systems but, as of now, WebAction is the first and in so doing,
is well-positioned to catch the slightest variance that in and of itself
may be the first clue that an enterprise is under attack. Data center
managers with a NonStop presence will be well-served by taking a
good look at the integration of big data and monitoring.

Today the NonStop community is well served with monitoring
solutions. My own path to Tandem Computers came about as
I championed NET/MASTER and I found a home within the
Distributed Systems Management (DSM) group. Looking for better
ways to monitor NonStop, and indeed, integrate the monitoring of
NonStop into larger enterprise offerings, I thought a deep port of
NET/MASTER might just do the trick, but it was the efforts of several
independent developers where traction really developed across the
installed base. Products like IR-Prognosis, ESQ PNA (and follow-on
features) and even the occasional free-spirited Tandem developer (e.g.
WebViewpoint) that now has a a home at Idelji even as it is sold by HP
as part of the HP NonStop product offering. Gresham’s TOP, created
by former ITUG Chairman, Tony Bond (with the help of Rod Falk and
friends), is now a part of comForte, and Insider Technology, too, have
monitoring products and turning to just two of these vendors, IR and
Idelji - at different ends of the security monitoring spectrum, but a
good representation all the same — provided additional insight not only
into the challenges but also the benefits that can come with the greater
monitoring of security.

If as yet you haven't caught up with what Idelji has been doing of
late you may want to check out their web site and look what they are



doing with Remote Analyst — you will find it under the Cloud tab. This
is what caught my attention as I wasn't anticipating quite as proactive
promotion of cloud support as I was - big data, yes, but clouds? “What
we have been doing is to build capabilities into our product offerings
that support the storage of any type of event log off-platform, into a
Cloud. In so doing we can consume data from practically any source

— any time there’s a change to data that in turn creates an event that

is logged we capture it;” said Idelji Corporation President, Khody
Khodayari. “These extensions to Remote Analyst have traditionally
focused on performance monitoring and subsequent analysis but
increasingly, customers are looking at every tool they have to use in the
fight against criminal activities and even the sudden increase in disk
or process activity unrelated to processor loads can hold a clue to a
possible imminent attack”

When I asked IR about their take on the role Prognosis plays in
overseeing security, newly appointed Chief Solutions Officer, John
Dunne, was quick to respond. “Clearly, applications monitoring is
very important and IR Prognosis has been providing a way for users
to set thresholds and then automate the process all the way through
to resolution. In so doing we are seeing Prognosis play a key role in
ensuring compliance according to industry standards and mandates.
Dunne then added that, “For those customers with larger enterprise
monitoring products deployed then yes, Prognosis contributes much-
needed alert information that helps in providing greater insight as to
what's happening across the enterprise. Over the last couple of decades,
IT infrastructure may have reduced in size but its complexity has
expanded exponentially”

No vendor that I talked to was reticent about discussing just how
difficult the task of monitoring security had become. And for Dunne,
this meant, “Taming this complexity is a big challenge. Not only does
Prognosis integrate well with other platform monitoring solutions,
but with the work we have done on integration and support under a
single pane of glass, any application or device in your entire network,
for example web services, SNMP, WMI and ODBC can be monitored
and you can then use this information to drive alert notifications
of threshold breaches. Just as importantly, the integration of HP
NonStop systems with enterprise management frameworks, such as
Tivoli, Remedy, CA-Unicenter and HP Operations Manager can give
those data centers where Prognosis has been set up for such a span
of monitoring, additional capabilities and when it comes to security,
monitoring of the whole is pretty much the only way to get results”

No NonStop solution is more at risk than those solutions offered to
FIs. It would be simple to just admit that they are more at risk because
that’s where the money is, but nevertheless, payments solutions
providers are either partnering with established monitoring companies
or developing integrated solutions themselves. “When it comes to
NonStop, and payments solutions,” said Dunne, “IR has a version of
Prognosis tailored to meet the needs of payments solutions providers
and as such, we are now a partner of ACI Worldwide and provide
unique capabilities when it comes to both BASE24 and BASE24eps.

As we present Prognosis to ACI customers and prospects, then to have
any chance of staying one step ahead of the sheer number of fraudulent
activities, you need to be able to monitor all of your transactions,
payments, ATMs and EFTs in real time. With IR Prognosis Payment
Transactions Solution it becomes easy to spot patterns in data and

to stop problems in their tracks, respond to issues faster, and prevent
outages enabling any BASE24 / BASE24eps user to get back to doing
what you do best”

One payments solution vendor that has developed an integrated
solution is OmniPayments, Inc. For OmniPayments it's a matter of
convincing prospects that their vulnerability (to attack) is lessened
with an established product already accepted by FIs worldwide.
“When it comes to security there’s the aspect of security concerned
with detecting potential fraudulent activity and then there’s the more
general threat we associate with hacking and that is, detecting potential
infiltrators looking to retrieve personal information for large-scale
financial gain, said OmniPayments, Inc. CEO Yash Kapadia. “In other
words, securing individual transactions as well as securing sensitive
personal information files. In both cases, we have implemented tools
as part of OmniPayments to detect and thwart such attempts together
with monitoring tools to quickly alert operations staft”

As for these monitoring tools that are a part of OmniPayments, “The
architecture is based around a central hub, but theres two distinct points
of monitoring - the Console in support of the application itself and the
Dashboards that are customizable to meet individual user requirements;’
explained Yash. “Anything to do with trying to penetrate sensitive files and
data bases would be displayed on the Console whereas attempted fraud
would be detected and reported via a security-focused dashboard”” Again,
it’s just so important these days that those flashing red lights not only are
visible to those responsible for the application but also, can feed automated
escalation routines so indeed, those in charge of security can be notified
immediately by whatever media they prefer. In the exchanges I had with all
of the vendors referenced here what struck me most was the willingness to
talk openly of the effort being made to stem the rise in fraudulent activity
committed on NonStop systems. It was if the well-published attributes of
availability, scalability; data integrity, networking, database etc. were all part
of the “nice-to-have” category, all things considered, and that the I'T world
had rotated significantly on its axis to where all that mattered was security.
Or to express it in another way, unmonitored and poorly secured systems
have no place in today’s data center even as prices drop and options
multiply - in today’s complex IT world, we just have to get our arms
around our systems and hold on tight!

Having excellent visibility to all that was taking place today of
transactions passing through NonStop had become an opportunity
many vendors had stepped in to enhance the NonStop users
capabilities and it was the final thoughts of Yash that impressed me
the most. “To date our monitoring of security has proved effective and
has reduced the financial loss from fraud for many of our customers.
Whereas security had been just another check item in a list of features,
today it's too important to simply be left buried in a list,” concluded
Yash. “For many of the customer situations we face today, we often start
out with security as so often we hear that the three most important
components of payments solutions is security! security! security!” CJ2J
00000 0000000000000 00000000000000000000000000000000
Richard Buckle is the founder and CEO of Pyalla Technologies, LLC. He has
enjoyed a long association with the IT industry as a user, vendor, and more
recently, as an industry commentator. Richard has over 25 years of research
experience with HP’s NonStop platform, including eight years working at Tandem
Computers, followed by just as many years at InSession Inc. and ACI Worldwide.
Well known to the user communities of HP and IBM, Richard served
as a Director of ITUG (2000- 2006), as its Chairman (2004-2005), and
as the Director of Marketing of the IBM user group, SHARE, (2007-
2008). Richard provides industry commentary and opinions through
his community blog and you can follow him at www.itug-connection.
blogspot.com, as well as through his industry association and vendor
blogs, web publications and eNewsletters.

The quotes come from some of Richard’s clients including HR Integrated

Research, comForte, DataExpress, WebAction, Inc., InfraSoft, and
OmniPayments, Inc.

“Editor’s note: Quotations in this article are largely those of clients of the author. In addition to the NonStop security monitoring products
mentioned in the article are XYGATE Merged Audit (XMA) from XYPRO, which collects entries from various logs and stores them in a SQL

database suitable for sending to a SIEM system, and Audit-Plus from CSR which provides real-time intrusion detection.”
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Committing to Git: Integrating a Software
Change Backbone Into Your Organization

Randall S. Becker >> President >> Nexbridge Inc.

Preamble

It was March 2015 and the NULL DOS vulnerability was
discovered in OpenSSL. A number of vendors and customers were
clamouring for a fix, but how was that going to happen? Who was
going to fix it? When? Fortunately, a group of LINUX and NonStop
heroes were on it from the moment the news broke.

It took the development team some time to come up with and
certify the correctness of a fix. Then, the wheels started moving. The
change was pushed out to the LINUX repositories, then to GNU
and GitHub. Within minutes of the commits and tags showing up
at GitHub, the ITUGLIB team pulled the change down to their
repository. Five minutes after that, the platform changes were merged
in, built and the tests started. Forty-five minutes after that the code
was packaged for deployment to the website.

hat you have just read was entirely based on true events,
Wbut is the exception rather than the rule. The integration

between external entities, development repositories,
and production is informal at best, and denied at worst. Tracking
of changes between different contributors still mimics paper-based
accounting, not state-of-the-art policies. Our IT infrastructures do
not generally have a solid backbone to support themselves. This
article will help you understand how you can be efficient, successful,
and all those good things, using distributed version control systems
as communication and transport method for your software assets.
With a solid supported backbone, your organization can withstand
radical technology changes, including to your backbone itself.

Operational History

In 1972, an early version control system called SCCS was built at
Bell Labs for an IBM 370 system to track changes on mainframes.
This system was quickly adopted into the UNIX project and became
a standard. In those days, there were no client-server systems; no
workstations; no Internet, no distribution methods. Even disks
were new. Most production programs existed as punch cards, so
version control involved physically managing boxes and boxes
of cardboard. Sharing of code was like sharing books in a library.
You had to borrow bits and pieces. The idea of a communication
backbone existed only as a concept in the minds of researchers.

In the years that followed, there were few advances in version
control technology. There was little need. Better mouse-traps
were built, but all had the same basic notions: track changes on a
computer’s disk instead of on punch cards; record who made the
change and why; store differences so you can recover old versions
just in case. Along came Tandem in 1978, which was fundamentally
a client-server machine. EXPAND was there too and we had
production-hardened systems that communicated with each other.
UNIX still had a way to go to come up to speed with that concept
and ARPANET was still being built. For change managers, this
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presented challenges, because code could be moved between systems
easily, but processes to do that were not really well understood.

By the late 1980s, people started to see the importance of code
movement. Workstations were becoming pervasive. Program
editing started happening on desktops, and the need for central
repositories became important. Fortunately for IT, there was an
intuitive understanding of the centralization that came with the
origins of SCCS back on mainframe systems. Companies adopted
SCCS-like solutions that supported centralization, and we still tend
to operate using policies that restrict solutions along those lines.

Once such product, RMS, from the beginning was designed
to move code between systems. This was intended for multiple
purposes: first, to allow development code to move to production
through releases; second, to provide a means where vendors
could send releases of code to customers for integration into their
environments. This capability was revolutionary at the time, being
one of the first distributed version control systems (DVCS). The
(overly ambitious) intent of that capability was to build a form of
code migration middleware. If NonStop had been more pervasive
in organizations, or RMS available on other platforms, perhaps that
would have happened.

Time passed, the Internet happened, and thousands of developers
started collaborating on joint projects like Linux, GNU, Tomcat.
Products like Subversion and CVS were eventually replaced by DVCS
systems including Mercurial and git because of the ability to migrate
code from system to system and to identify the path code took over
time to arrive at fixes. This ability has enabled, for example, the
ITUGLIB team to be extremely responsive to find out about a bug
in OpenSSL, receive the multi-file fix, automatically merge changes
into ported code, test, and deploy the fix to the Connect Community
website within about a day.

The Software Change Backbone

What is really interesting about how DVCS systems evolved is a
seemingly incidental requirement: to be able to interact with other
types of DVCS systems. There are bridges between Mercurial and
git, Subversion and git, even Team Foundation Server and git — git
being one of those common bits of enabling systems. A lot of effort
has been put into these connectors. The Subversion connector even
has a CVS variant that allows conversion from a CVS repository to
git. A normal reaction would be to say “Oh good, so you're saying
I can migrate to git. That’s nice” That point of view is fine but is
based on the ideological need for a central repository, which is
actually no longer necessary and actually problematic for many IT
departments. What you should really ask now is: “Randall, where
are you going with this?” Good question.

The ability to link DVCS systems together creates a
mindboggling capability. With it, we can build a Software Change
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Backbone - a structure where repositories are linked together to
share changes.

In a Change Backbone, developers interact with their official
Repository of Record (RoR). This repository contains all of the change
history that the department wants to keep for posterity. It may be before
or after the Quality Control part of the organization. It may also not be
the final destination for the changes. The Repository of Record can be
used as a source for mirror sites that pass the changes along to other
repositories on other platforms or other products. The integration
between DVCS products should allow that, although you may have to do
some automation work to make it happen in your shop.

A practical Change Backbone for broad

use of Open Source for NonStop should
include git, Subversion, and Mercurial.

The Need

In today’s development environments, code is shared between
platforms. Whether it is a JSON library that runs partly on a mobile
device and partly inside an NSJSP 7 TS/MP server, the code needs to
be managed eftectively. How do we do this particularly with different
development groups participating in the effort? With a Change
Backbone, keeping cross-platform development in sync is simple. Lets
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take a look at an overly complicated example to illustrate the point:

In our project, Bob and Steve are collaborating on a bit of
mobile development. They are building and using JSON libraries
that Nick and Alice need for their server development. The
Windows and NonStop Repositories of Record automatically keep
the main development branches in sync. Nick is working on server
configuration definitions so is doing his work in OSS. Alice is
building code using NSDEE on his workstation. Jan is coordinating

merges on both the NonStop and Windows boxes, and is pulling
production releases from the Linux mirror into various production
environments that need the packaged products.

Movement between the Windows, NonStop, and Linux servers
is automatic and continuous. From a git point of view, this can be
done by hooks that are invoked when a push function occurs. As
a result, Steve and Bob can publish their changes to the backbone
through a simple push. This can be selective so that their works in
progress, or topic branches, are not published. Nick and Alice can
pick up their changes through a rebase off their own repositories,
and really do not need to interact much with Steve and Bob at all;
although, if they have to fix anything in the JSON libraries, they
can commit and push to the NonStop repository. This will cause
updates to the Windows repository that Steve or Bob can integrate
into their projects. For anyone but Jan, and her support group,
having the backbone in place is really not visible.

The decision to pull production releases from the Linux mirror is
really a verification step for knowing the repository backups are in place.
Having a mirror is a really important part of repository management and
provides an active backup. There is no need for replication software to do
this function in the DVCS world - it is a built-in bonus.

Implications

This brings up another really important effect: once we have a
working Change Backbone, we are no longer restricted by needing
to have the same product on every platform or even in every
department. As long as a department’s DVCS has a solid connector
to the main repositories they can participate. This means that one
department may use git, while another uses Mercurial, and a third
uses Subversion. The limiting factor on what is available is based
almost on staffing availability and budget to support the products.
Even migrating from one product to another or one platform
or another does not really involve major technological efforts.

On a Change Backbone, migration involves setting up a new
participating mirror as a destination for changes. Running multiple
repository products in parallel as a transitional step becomes
almost mechanical.

From the backbone’s point of view, even changing the pointers to
the repository of record is a very simple task that can be automated.
If for some reason, you need to move or replace a repository server,
you can either change its name via DNS or modify the upstream
identifier (in git). Even better, because the change identifiers and
access keys can be made glob